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Standard Coverage Criteria

int example(int a, int d)
{
pfiita)
ci=::02
else
unimplemented();
return d*2;

}

1
2
3
4
5
6
7,
8

Basic Block Coverage

Requires a test suite such that each basic block is executed at least once
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Standard Coverage Criteria

1 int example(int a, int d)
Z
g pfiita)
(4 d = 0;)
5 else
(6 unimplemented() ;)
(7 return d*2;)

ik,

Basic Block Coverage

Requires a test suite such that each basic block is executed at least once
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Standard Coverage Criteria

imEsexampile (1int -a, int b,<int c, int djy
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Decision Coverage

Conditional statements evaluate to true/false
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Conditional statements evaluate to true/false
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Condition Coverage

Atomic conditions evaluate to true/ false
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Condition/Decision Coverage

Union of condition and decision coverage
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Union of condition and decision coverage
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Multiple Condition Coverage

All Boolean combinations of atomic conditions in complex conditions
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Multiple Condition Coverage

All Boolean combinations of atomic conditions in complex conditions
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Standard Coverage Criteria

int example(int a, int d)
{
pfiita)
ci=::02
else
unimplemented();
return d*2;

}

00 Jo Ul WDN B

Def-Use Coverage

Cover all definition/use pairs of a variable d
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Standard Coverage Criteria

int example(int a, int d)
{
pfiita)
d =0;)
else
unimplemented();
return d*2;)
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Def-Use Coverage

Cover all definition/use pairs of a variable d
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Beyond Standard Criteria,

void insert(int * a, int pos) {

-~

int main(int argc, char * argv[]) {
SRR ARG
int A[100];

00O J o Ul s WD KR

O

Fore(i=0r"1<1.00: F+1)
10 insert(A, 1i);

i

12 return 0;

30t

Loop-Bounded Path Coverage
* All paths through main and insert

® Pass each statement two times
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Beyond Standard Criteria,

1 void insert(int * a, int pos) {

}

int main(int argc, char * argv[]) {
SRR ARG
int A[100];

for (i=0; i<100; ++1i)
insert(A, 1i);

12 return 0;
1530k

Loop-Bounded Path Coverage
* All paths through main and insert

® Pass each statement two times
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Beyond Standard Criteria,

int partition(int a[], int left, int right) {

ifnbiv i = cafright], 1 = left — 1,/ ji=eight asie
For (7)) |

while (a[++i] < V) ;

while (j > left && a[--]] > V) ;

if (i >= j) break;

= ala), ali] = alglszal gty
}
o= al il alil]l = alfright]; alright{«=""te
Eeturn: i

1
2
3
4
5
6
7/
8
9
10

Bl

Cartesian Block Coverage

All pairs and triples of basic blocks in function partition
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Beyond Standard Criteria,

SsmESpartition(int al[], int left, int rightj=
ifnbiv i = cafright], 1 = left — 1,/ ji=eight asie
or (;;) {
while (a[++i] < V) ;
while (j > left && a[--]] > V) ;
if (i >= j) break;
& al[aGala ] = al lal alesEy

=ali-afi] = alfright)]; alfright{a= 1
Eeturn. 1
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Cartesian Block Coverage

All pairs and triples of basic blocks in function partition
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Specs for Working Programmers

imEsexampile (1int -a, int b,<int c, int djy
i
SiE S (a: F[ b)) s& c)
d = 0;
else
unimplemented() ;
return d*2;

}

i
2
3
4
5
6
i
8

Cover Specific Lines of Code
Lines 4 and 6
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Cover Specific Lines of Code
Lines 4 and 6
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Specs for Working Programmers

1 void eval(int * a, int first, int last) {
2 isE(filrat- > last) return;
3 printf("a[%d]=%d\n", first, a[first]);
4 eval(a+tl, first+l, last);
5 return;
6 }

7

8 int main(int argc, char * argv[]) {
9 ATl ) e

10 int A[100];

1l

12 for (i=0; 1i<100;

13 insert (A, i);

14

15 eval(A, 0, 100);

16 return 0;

5T

Restricted Scope of Analysis

Basic block coverage in function eval only

How did you specify your test suite ? | Michael Tautschnig




Specs for Working Programmers

1 void eval(int * a, int first, int last) {
IR R I PS> 1ast) returny)
printf( "a[%d]=3%d\n", first, a[first]);)
eval(a+tl, first+l, last);
return;

}

int main(int argc, char * argv[]) {
ATl ) e
int A[100];

for (i=0; i<100;
insert (A, i);

eval(A, 0, 100);
return 0;

il

Restricted Scope of Analysis

Basic block coverage in function eval only

How did you specify your test suite ? | Michael Tautschnig




Specs for Working Programmers

1 void sort(int * a, int len) {

2

}

<147 b it gk o

Forsi(a—l-ai<len > 471 ) f
if (compare(a[i-1], a[i])) continue;
t=a[i]; a[i]=a[i-1]; a[i-1]=t;

}

9 void eval(int * a, int len) {

10
11
12
1B
14

g G bt B
Eots (i=00iitic o3 e )
printf("a[%d]=%d\n", i, a[i]);

15 int main(int argc, char * argv[]) {

16
17
18
19
20}

nteese b A 10 0],

Eond (=007 10<100:0 a1 ) soRE (Be 500
eval(A, 100);

return 0;

Interaction Coverage

Cover all pairs of conditions in sort and basic blocks in eval

How did you specify your test suite ? | Michael Tautschnig 14




Specs for Working Programmers

1 void sort(int * a, int len) {
2 <147 b it gk o
Eor (d=10d<len:)y ++i)
if (compgfe(a[i-1], a[i]))) continue;
t=a[il¥7 alif=a[i-1]; a[i-1]=t;

eval(int * a, int len) {

OAZQ{ht i;)

1 100 gk (4 b3 O i PR ene b e 15

2 printf("a[%d]=%d\n", i, a[i]);)
Egesd

14

15 int main(int argc, char * argv[]) {
16 nteese b A 10 0],

17 for: (A=0"90< 2100 £ ti) sort A S1008
18 eval(A, 100);

19 return 0;
20 }

Interaction Coverage

Cover all pairs of conditions in sort and basic blocks in eval

How did you specify your test suite ? | Michael Tautschnig 14




Specs for Working Programmers

void sort(int * a, int len) {

Tl o TSRS o

Forsd(a=1: i<len; ++i) {
if (compare(a[i-1], a[i])) continue;
t=al[i];
afit=a i1 1"
a[i-1]=t;

}

return;

O OV 0o N0 ULkWDN -

H
-~

Constrained Inputs
® Basic block coverage in sort

e Each test case shall use list of 2 to 15 elements
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Specs for Working Programmers

void sort(int * a,(int len)) {
Tl o TSRS o
Forsd(a=1: i<len; ++i) {
( if (compare(a[i-1], a[i])) continue;)
( t=a[i]; )
afit=a i1 1"
a[i-1]=t;
}

return; )

W N -

($)]

0 J O

~
O

Ty

Constrained Inputs
® Basic block coverage in sort

e Each test case shall use list of 2 to 15 elements
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Specs for Working Programmers

int example(int a, int d)
{
pfiita)
ci=::02
else
unimplemented();
return d*2;

}

00 Jo Ul WDN B

Avoid Unfinished Code
* Basic block coverage in example

* Never call unimplemented

How did you specify your test suite ? | Michael Tautschnig




Specs for Working Programmers

1 int example(int a, int d)
2
g pfiita)
(4 d = 0;)
5 else SR
(6 unimﬁ%iyented()a
2

(7 return :)
8 1}

Avoid Unfinished Code
® Basic block coverage in example

* Never call unimplemented
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Test Specification Language
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Test Specification Language

:Precise and simple formalism to describe test suites

:Precise semantics

gHigh expressive power
gSimple specifications easily expressible

%Suitable for working programmer

How did you specify your test suite ? | Michael Tautschnig



Algorithmic Solution
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Algorithmic Solution

Tool for the working programmer

- Applicability to real world C code (embedded
systems)

REfficient test input generation engines

How did you specify your test suite ? | Michael Tautschnig
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Driven Program Testing

Test Case
Generation
Engines

e Algorithmic approach presented at CAV’08, VMCAI’'O9
e Two engines already exist
e F'Shell: Based on CBMC (C Bounded Model Checker)
e FlleSh: Uses CPAchecker (Configurable Program Analysis)




Query-Driven Program Testing

Test Case

Generation
Engines

e Algorithmic approach presented at CAV’08, VMCAI’'O9
e Two engines already exist
e F'Shell: Based on CBMC (C Bounded Model Checker)
e FlleSh: Uses CPAchecker (Configurable Program Analysis)

http://code.forsyte.de/fshell



http://code.forsyte.de/fshell
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Using FShell to Compute a
Test Suite

code.forsyte.de/fshell


http://code.forsyte.de/fshell
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Applications of FQL/FShell
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Applications of FQL/FShell

Test Case

Generation
Engines

C F—

e Test case generation

e Certification

e Requirement-driven testing

- e Coverage Evaluation

e Reasoning about test specifications

22




Software Testing using FQL

o Program Representation: Control Flow Automata

o Describing Single Test Cases

e Describing Test Suites

How did you specify your test suite ? | Michael Tautschnig



Control Flow Automaton (CFA)

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}
o Henzinger et al. (POPL'02)

assume(a) assume(la)

0 o Ul WN -

o Edges: unigiplemented()

e assume (conditional branches)

e assignment

e function call ot
e function return

e skip O

e Nodes: locations

How did you specify your test suite ? | Michael Tautschnig




Control Flow Automaton (CFA)

int example(int a, int d) l

{
A

a2 b
. ' .

unimplemented() ;
assume(a assume(la
return d*2; (2) (=

}
o Henzinger et al. (POPL'02)

0 o Ul WN -

i N N J

o Edges: unigiplemented()

e assume (conditional branches)

e assignment

e function call ot
e function return

e skip O

e Nodes: locations
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Control Flow Automaton (CFA)

int example(int a, int d) l

{
ifGa
else

unimplemented() ;
return d*2;

}
o Henzinger et al. (POPL'02)

assume(a) assume(la)

0 o Ul WN -

o Edges: unigiplemented()

e assume (conditional branches)

e assignment
e function call return d*2
e function return

e skip O

e Nodes: locations
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Control Flow Automaton (CFA)

int example(int a, int d) l

{
S EiGa

else
(ﬁnimplemented()a
return d*2;

}
o Henzinger et al. (POPL'02) r

assume(a) assume(la)

()

0 o Ul WN -

o Edges: unigiplemented()

e assume (conditional branches)
\Y

e assignment
e function call return d*2
e function return

e skip O

e Nodes: locations
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Control Flow Automaton (CFA)

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
(return d*2;)
}

o Henzinger et al. (POPL'02)

assume(a) assume(la)

0 o Ul WN -

o Edges: unigiplemented()

e assume (conditional branches)

e assignment ‘ B

e function call return d*2

e function return

J

e skip

e Nodes: locations
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Software Testing using FQL

[ Program Representation: Control Flow Automata

e Describing Single Test Cases

e Describing Test Suites
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Filter Functions

int example(int a, int d)

{

else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2

O
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Filter Functions

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

0 o Ul WDN -

Cover line 4

4=0 uninplemented()

return d*2

O
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Filter Functions

int example(int a, int d)

{

EsiGa

else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

0 o Ul WDN -

Cover line 4

uninplemented()

return d*2
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Filter Functions
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Filter Functions

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)
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e Cover line 4

e cover “@4” . unighplemented()
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a=2
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o Cover some statement

return d*2
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Filter Functions
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else
unimplemented() ;

\ return d*2; =
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}
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DN
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

1
2
3
4
5
6
7
8

uninplemented()

return d*2

O
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented();

assume(a assume(la
return d*2; (2) (=

0 o Ul WDN -

}

o Cover line 4 or line 6 unigiplemented()

return d*2

o
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int example(int a, int d) l
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else
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Describing Single Test Cases

int example(int a, int d) l

{
ifGa
else

(ﬁnimplemented()a
(?eturn d*Zi)

assume(a) assume(la)

()

0 o Ul WN -

o Cover line 4 or line 6 unigiplemented()

e cover “(@Q4+@6”

e Cover a basic block return d*2
e cover “(@basicblockentry”

e For this example @basicblockentry O
is tantamount to @4+@6+@7 -
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Describing Single Test Cases
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if (a)
d = 0;
else
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented();
return d*2;

}

assume(a) assume(la)
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o Test case is execution (program path)

uninplemented()

return d*2
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

o Test case is execution (program path)
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
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}
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Describing Single Test Cases

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

0 o Ul WN -

o Test case is execution (program path)

o Intuitively: “cover line 4” =

e Execute some statement(s)
e Reach line 4

e More statements until program exit
e cover “ID*.(@4.ID*”
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Path Patterns

int example(int a, int d)

{

else
unimplemented() ;
return d*2;

}

assume(a)

1
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4
5
6
7
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4=0 uninplemented()

return d*2
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Path Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}
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else
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Path Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;

assume(a assume(la
return d*2; (2) (=

1
2
3
4
5
6
7
8

}

gover BTP* .. (@4 . ID* + L unigiplemented()
gPr . A6 . IDX”

o Path patterns are regular expressions:
o Kleene star (*)

e Concatenation (.)

o Alternative/Union (+) O
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Alphabet of Path Patterns

o Further filter functions
o CFA transformers
o Predicates over program variables

o Beyond CFA edges (statements)
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Further Filter Functions

int example(int a, int b, int c, int d)

{

if ((a || b) && c¢)
d = 0;

else
unimplemented(); assume(la)

return d*2; assume(a)

0 o Ul WDN -

}

ssume(!b)

return d*2
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Further Filter Functions

int example(int a, int b, int ¢, int d) l
{
if ((a || b) && c)
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}
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return d*2
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Further Filter Functions

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c) & 2
d = 0;
else
unimplemented(); assume(la’
return d*2; assume(a)

0 o Ul WDN -

}

cover “(@conditionedge”

assume(

return d*2

How did you specify your test suite ? | Michael Tautschnig 31




Further Filter Functions

int example(int a, int b, int c,
{
if ((a || b) && c)
d = 0;
else
unimplemented();
return d*2;

0 o Ul WDN -

}

cover “(@conditionedge”

cover “(dconditiongraph”
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Further Filter Functions

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
d = 0;
else 4
unimplemented(); assume(la)
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}
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Further Filter Functions

int example(int a, int b, int ¢, int d)
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if ((a || b) && c)
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Further Filter Functions

int example(int a, int b, int ¢, int d)

{

e (0 [l b) s& c) &
di=<0:

else
unimplemented(); assume(la)

return d*2;

0 o Ul WN -

}

“Qconditionedge”
“@conditiongraph” ssume(1b)
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“Qcalls”

“@call (unimplemented) ”

implemented()

“@func (example) ”

return d*2
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CFA Transformers

int example(int a, int b, int c, int d)

{

if ((a || b) && c¢)
d = 0;

else
unimplemented(); assume(la)

return d*2; assume(a)

0 o Ul WDN -

}

ssume(!b)

return d*2
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CFA Transformers

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c¢)
d = 0;
else
unimplemented(); assume(la)
return d*2; assume(a)

}
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CFA Transformers

{
if ((a || b) && c)
d = 0;
else
unimplemented() ;
return d*2;

}

0 o Ul WDN -
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CFA Transformers

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
d = 0;
else
unimplemented(); assume(la)
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0 o Ul WDN -

}
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CFA Transformers
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d = 0;

else
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return d*2; assume(a)
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return d*2
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CFA Transformers
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unimplemented(); assume(la)
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CFA Transformers
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unimplemented() ;
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}
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CFA Transformers

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
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else
unimplemented(); assume(la)
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}
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CFA Transformers

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
d = 0;
else
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WN -

}

S ssume(!b)
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CFA Transformers

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
d = 0;
else
unimplemented(); assume(la)
return d*2; assume(a)

}

0 o Ul WN -

ssume(!b)

“@7 | @decisionedge”

“‘not ( @ 3 ) 74 &Ssume(C)
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return d*2
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Program Variables

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2

O
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Program Variables

int example(int a, int d) l

{
if (a) e
el:-e= 0; gfm\ﬁ'&/\’ﬁ

unimplemented(); assume(a) &sume(!a.)

return d*2;

0 o Ul WDN -

}

- O\ umyé‘plemented()

return d*2
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Program Variables

int example(int a, int d)

{

if (a) —
d = 0; 8:"_";/\9
else
unimplemented() ;
return d*2;

assume(a) assume(la)

1
2
3
4
5
6
7
8

}

cover “{a==42}.Q@3”

2 RN

uninplemented()

return d*2
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Program Variables

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;

assume(a
return d*2; (2)

1
2
3
4
5
6
7
8

}

cover “{a==42}.Q@3”

2 RN
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Program Variables

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

1
2
3
4
5
6
7
8

cover “{a==42}.@3"
BN

a=42
a=0

cover “ (@4+@6) .{d!'=0}"
SN

a=0
=6
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Software Testing using FQL

[ Program Representation: Control Flow Automata

[ Describing Single Test Cases

o Describing Test Suites
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

1
2
3
4
5
6
7
8

® Cover if and else branch ?

return d*2
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

1
2
3
4
5
6
7
8

® Cover if and else branch ?

. *
o We need more than one test case - a test suite ECTUCD
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Coverage Patterns
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern

o This language denotes the set of test goals
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e Each word is a path pattern
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o We need a finite set of test goals
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:
e b o cd —1|b cab cd aba

cdd, aab, aaba, aabaa, ... }
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:
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o Quoting operator blocks expansion:
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:
e b o cd —1|b cab cd aba
cdd, aab, aaba, aabaa, ... }

o Quoting operator blocks expansion:
o “a*.b.a*+cd” = {a'ba* + cd* } —ef pRE=GY(™)
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:

e b o cd —1|b cab cd aba

cdd, aab, aaba, aabaa, ... }

o Quoting operator blocks expansion:

o “a*.b.a*+cd*” ={aba* + cd*) }a*ba* “’d,

e bt b U redtr = { a*ba*, Cd*}
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Coverage Patterns

o Like path patterns, coverage patterns describe a language

o Each word is a path pattern

o This language denotes the set of test goals

o We need a finite set of test goals

o Path patterns may describe infinite number of words: .
e b o cd —1|b cab cd aba @

cdd, aab, aaba, aabaa, ... } ( ] d

o Quoting operator blocks expansion: %

e b atcd’-—laba +tcd’) ,a*ba* *Cd |

1" __k x77 1 x77 * * * a*ba‘*
o a b o rtedt = lathba ed )
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Coverage Patterns

o Like path patterns, coverage patterns describe a language
e Each word is a path pattern
o This language denotes the set of test goals
o We need a finite set of test goals
o Path patterns may describe infinite number of words:

e b o cd —1|b cab cd aba

cdd, aab, aaba, aabaa, ... }

o Quoting operator blocks expansion:

e b a+tcdi=1labatcd ) = a*ba* *Cd

e bt b U redtr = { a*ba*, Cd*}

o In coverage patterns: Kleene star only within quotes

How did you specify your test suite ? | Michael Tautschnig



Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

e Cover if and else branch

uninplemented()

! eturn d*2

O

d=0
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented();

assume(a
return d*2; (a)

0 o Ul WDN -

}

Cover if and else branch

cover “ID*.@4.ID*” + “ID*.Q6.ID*” d=0 unigiblemeitetiy

return d*2

Q)
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;

assume(a assume(la
return d*2; (a) (e

0 o Ul WN -

}

Cover if and else branch

o cover “ID*.@4.ID*” + “ID*.@6.ID*” g% | FF cichEE

e 2 words - 2 test goals

return d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

1
2
3
4
5
6
7
8

e Cover if and else branch

o cover “ID*.@4.ID*” + “ID*.@6.ID*” g% | FF cichEE

e 2 words - 2 test goals
A
return d*2
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

0 o Ul WDN -

Can we cover pairs of lines?

uninplemented()

! eturn d*2

O

d=0
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

0 o Ul WN -

Can we cover pairs of lines?
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

0 o Ul WN -

Can we cover pairs of lines?

cover “ID*” K (@4+@6+@7) .”ID*".
(@R4+@6+@7) .”ID*”

How did you specify your test suite ? | Michael Tautschnig




Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;

assume(a assume(la
return d*2; (2) (=

0 o Ul WN -

}

Can we cover pairs of lines?

cover “ID*” K (@4+@6+@7) .”ID*".
(@R4+@6+@7) .”ID*” K:;

@4 @4
5 O_ID_>< } @6 ;()ID (} @6 ;O ID ©
: @ @
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

0 o Ul WN -

Can we cover pairs of lines?

cover “ID*” K (@4+@6+@7) .”ID*".
(@R4+@6+@7) .”ID*” K:;

o Coverage pattern describes 9 test goals

@4 @4
5 _>O_ID_>< } @6 ;( ) ID (} @6 ;O ID ©
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

assume(a) assume(la)

0 o Ul WN -

Can we cover pairs of lines?

cover “ID*” K (@4+@6+@7) .”ID*".
(@R4+@6+@7) .”ID*” K:;

o Coverage pattern describes 9 test goals

Fohs

a=6/7108864
d=0

AN

a=0
=it
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;
return d*2;

}

assume(a)

1
2
3
4
5
6
7
8

4=0 uninplemented()

return d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
d = 0;
else
unimplemented() ;

assume(a assume(la
return d*2; (2) (=

0 o Ul WN -

}

o Earlier: “For this example

@basicblockentry is tantamount to

@4+Q@6+@7” 4=0 uniyplemented()

return d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

Earlier: “For this example

assume(a) assume(la)

0 o Ul WN -

)

@basicblockentry is tantamount to
@4+@6+@7”

uninplemented()

cover “ID*” . L (Q4+@6+@7) .”ID*".
(Q4+@6+@7) .”ID*” 1istantamount to
eturn d*2

O
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

Earlier: “For this example

assume(a) assume(la)

0 o Ul WN -

)

@basicblockentry is tantamount to
@4+@6+@7”

cover “ID*” . L (Q4+@6+@7) .”ID*".
(Q4+@6+@7) .”ID*” 1istantamount to

uninplemented()

cover return d*2
“ID*” . @basicblockentry.”ID*"”.

@basicblockentry.”ID*”
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Coverage Patterns

int example(int a, int d)
{
if (a)
di=<0:
else
unimplemented() ;
return d*2;

}

Earlier: “For this example

@basicblockentry is tantamount to
@4+@6+@7” d=0

cover “ID*” . L (Q4+@6+@7) .”ID*".
(Q4+@6+@7) .”ID*” 1istantamount to
cover return d*&

assume(a) assume(la)

0 o Ul WN -

D

uninplemented()

A\ ID* 144 p @baSiCblOCkentry : //ID* V{4 )
@basicblockentry.”ID*”

» @basicblockentry and @4+@6+@7
describe the same language of CFA edges
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Edges and Beyond

int example(int a, int b, int c, int d)
{
if ((a || b) && c¢)
d = 0;
else

unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WDN -

}

ssume(!b)

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
a0 [ =
else
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WDN -

}

e cover (@conditiongraph

assume(

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
di=<0:
else \
unimplemented(); (la)
return d*2; assume(a

0 o Ul WN -

}

e cover (@conditiongraph

e cover EDGES (@conditiongraph)

assume(

return d*2
How did you specify your test suite ? | Michael Tautschnig 40




Edges and Beyond

int example(int a, int b, int ¢, int d)

{

if ((a || b) && c)

0 o Ul WN -

di=<0: (4
else
unimplemented(); ' ssume(la)
return d*2; assume(a)
} C

¢

e cover (@conditiongraph

e cover EDGES (@conditiongraph)

e 6 test goals, 3 test cases suffice: assume(

implemented()

(=)

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
di=<0:
else
unimplemented() ;
return d*2;

}

1
2
3
4
5
6
7
8

cover (@conditiongraph

cover EDGES (Qconditiongraph)

6 test goals, 3 test cases suffice: assume(

o2 - l.c=1

/z{implemented()

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
di=<0:
else
unimplemented() ;
return d*2;

1
2
3
4
5
6
7
8

cover (@conditiongraph

cover EDGES (Qconditiongraph)

6 test goals, 3 test cases suffice: assume(
o2 - l.c=1

N a::O,b::O

1mp1emented()

O—'O

return d 2
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Edges and Beyond

int example(int a, int b, int ¢, int d)

{
if ((a || b) && c)
di=<0: o
else
unimplemented() ;
return d*2;

}

1
2
3
4
5
6
7
8

cover (@conditiongraph

cover EDGES (Qconditiongraph)

6 test goals, 3 test cases suffice: assume(
o2 - l.c=1

N a::O,b::O

‘L implemented()
e —b-—11c=10 : O

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d)

{

if ((a || b) && c)
a0 & =2

else

unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WDN -

}

assume(

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
a0 (G )
else 4
unimplemented(); assume(la)
return d*2; assume(a)
}

e cover NODES (@conditiongraph)

0 o Ul WDN -

assume(

d=0 ‘L /arﬁimplemented()
P

return d*
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fidges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
a0 (g )
else
unimplemented(); assume(la)
return d*2; assume(a)
}

e cover NODES (@conditiongraph)

0 o Ul WN -

assume(

e 5 test goals, 2 test cases suffice:

d=0 ‘L /arﬁimplemented()

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
d = 0; )

else
unimplemented(); assume(la)
return d*2; assume(a)

1
2
3
4
5
6
7
8

}

cover NODES (@Qconditiongraph)
assume(

5 test goals, 2 test cases suffice:

¢ o lie=1

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
d = 0; )

else
unimplemented(); assume(la)
return d*2; assume(a)

1
2
3
4
5
6
7
8

}

cover NODES (@Qconditiongraph)

assume(

5 test goals, 2 test cases suffice:
¢ —lc—1
ea=0b=0 e

implemented()

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d)

{

if ((a || b) && c)
a0 & =2

else

unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WDN -

}

assume(

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
a0 (G )
else 4
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WDN -

}
e cover PATHS (@conditiongraph, 1)

o Includes repetition bound (finiteness)

assume(

o

implemented()

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d)
{
if ((a || b) && c)
slo= by © =
else
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WN -

}
e cover PATHS (@conditiongraph, 1)

o Includes repetition bound (finiteness)

e 5 test goals, 5 test cases required:

assume(

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
d = 0; )

else
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WN -

}
cover PATHS (Qconditiongraph, 1)

Includes repetition bound (finiteness)

5 test goals, 5 test cases required:
assume(

o —lc—

return d*2
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fidges and Beyond

int example(int a, int b, int ¢, int d) l
{
if ((a || b) && c)
d = 0;
else
unimplemented() ;
return d*2; assume(a)

0 o Ul WN -

}
cover PATHS (Qconditiongraph, 1)

Includes repetition bound (finiteness)

5 test goals, 5 test cases required:

assume(

o —lc—
o a2 0:b-0

.

implemented()

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d) l

{
if ((a || b) && c)
di=<0: )
else \
unimplemented(); assume(la)
return d*2; assume(a)

0 o Ul WN -

}
cover PATHS (Qconditiongraph, 1)

Includes repetition bound (finiteness)

5 test goals, 5 test cases required:

ea=1c=1 assume(

e« 21— U b-—0
e b 1 c—0

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d) l

{

if ((a || b) && c)
di=<0:

else
unimplemented() ;

return d*2; assume(a)

0 o Ul WN -

}
cover PATHS (Qconditiongraph, 1)

Includes repetition bound (finiteness)

5 test goals, 5 test cases required:

S ] assume(
7

a—0:b =0
a—dlh 1 c—0
O B BV B ]

return d*2
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Edges and Beyond

int example(int a, int b, int ¢, int d) l

{

if ((a || b) && c)
di=<0:

else
unimplemented() ;

return d*2; assume(

0 o Ul WN -

}
cover PATHS (Qconditiongraph, 1)

Includes repetition bound (finiteness)

5 test goals, 5 test cases required:

S ] assume(
7

a—0:b =0
gl c—{

1mp1emented()

O B BV B ]
o a::1,C==O ::: <::>
returnd*2
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FQL Queries
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in scope cover goals passing constraints
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in scope cover goals passing constraints

o scope: CFA transformer/ filter function
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in scope cover goals passing constraints

o scope: CFA transformer/ filter function

e goals: coverage pattern
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FQL Queries

in scope cover goals passing constraints
o scope: CFA transformer/ filter function

e goals: coverage pattern

e constraints: path pattern
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FQL Queries

in scope cover goals passing constraints

o scope: CFA transformer/ filter function
e goals: coverage pattern
e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”
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FQL Queries

in scope cover goals passing constraints

o scope: CFA transformer/ filter function
e goals: coverage pattern
e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”

Condition coverage in function partition with test cases that reach line 7 at
least once.
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FQL Queries

in scope cover goals passing constraints

o scope: CFA transformer/ filter function

(o goals: coverage pattern)

e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”

(Condition coverag@in function partition with test cases that reach line 7 at
i Teastonce.
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FQL Queries

in scope cover goals passing constraints

Co scope: CFA transformer/ filter function)

Co goals: coverage pattern)

e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”

CCondition coverag@in@mction partition)with test cases that reach line 7 at
i Teastonce.
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FQL Queries

in scope cover goals passing constraints

Co scope: CFA transformer/ filter function)

e goals: coverage pattern

e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”

CCondition coverag@in@mction partition)with test cases thatGeaCh line 7)’(
least once.
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FQL Queries

in scope cover goals passing constraints

C’ scope: CFA transformer/ filter function)

e goals: coverage pattern

e constraints: path pattern

“For each test goal inside scope, provide a test case which satisfies
the passing constraints.”

in @func(partition) cover (@conditionedge passing @7

CCondition coverag@in@unetion partition)with test cases thatGeaCh line 7>1t
i Teastonce.
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Standard Coverage Criteria

int example(int a, int d)
{
pfiita)
d =0;)
else
unimplemented() ;)
return d*2;)

}

)
oo BN Ko} MO, I T4 OSSR o

N2

cover (@basicblockentry

Basic Block Coverage

Requires a test suite such that each basic block is executed at least once
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Standard Coverage Criteria

Nt partition(int a[], int left, int right) {
(2 PSS A right], 1 = left — 1, s irigiiEiiea
2 tor () |
while (a[++i] < Vv) ;
while (j > left && a[--j] > v) ;)
( s e i e e ) s a e )
S
(9 = el a[i ) = a[right]y a[righti=t=y
10 EeEirnc
1138 S

cover (@basicblockentry

Basic Block Coverage

Requires a test suite such that each basic block is executed at least once
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Standard Coverage Criteria

imEsexampile (1int -a, int b,<int c, int djy
i
SiE S (a: F[ b)) s& c)
di=u0;)
else
unimplemented() ;)
return d*2;

}

cover (@decisionedge

Decision Coverage

ﬁ

ﬁ

i
2
3
4
5
6
7
8

Conditional statements evaluate to true/false
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Standard Coverage Criteria

imEsexampile (1int -a, int b,<int c, int djy
{
it (@B £
d = 0;
else
unimplemented() ;
return d*2;

}

cover (@conditionedge

Condition Coverage

i
2
3
4
5
6
7
8

Atomic conditions evaluate to true/false
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Standard Coverage Criteria

imEsexampile (1int -a, int b,<int c, int djy
{
it (@B ()
=0

else
unimplemented() ;)
return d*2;

ﬁ

ﬁ

i
2
3
4
5
6
7
8

-~

cover (@conditionedget+(@decisionedge

Condition/Decision Coverage

Union of condition and decision coverage
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Standard Coverage Criteria

imEsexampile (1int -a, int b,<int c, int djy T

{ assume(!a)
if ((@)lp) ss(c)
cei="w0;

else
unimplemented() ;
return d*2;

}

i
2
3
4
5
6
i
8

Multiple Condition Coverage

All Boolean combinations of atomic conditions in complex conditions
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Standard Coverage Criteria

int example(int a, int d)
{
pfiita)
d =0;)
else
unimplemented();
return d*2;)

}

cover (@ddef (d) .”not (QRdef (d)) *”.[Quse (d)

Def-Use Coverage

h

ﬁ

1
2
3
4
5
6
7
8

Cover all definition/use pairs of a variable d
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Beyond Standard Criteria

void insert(int * a, int pos) {

}

int main(int argc, char * argv[]) {
5 oy s T
int A[100];

Fore(i=0r"1<1.00: F+1)
0 insert(A, 1i);
11

lreturn 0;

cover paths (@func(main) | @func(insert) ,2)
Loop-Bounded Path Coverage
* All paths through main and insert

® Pass each statement two times
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Beyond Standard Criteria

o ntTpartition(int a[], int left,; int rights

2 Entivi=salright], 1 = left — 1,/ ji=iEight S
B for (7)) |

4 while (a[++i] < v) ;

5 while (j > left && a[--]] > V) ;

6

7

8

9

()

if (i >= j) break;
= dllyaala] = allGaaldilcs ey

}
Ee=al i ali] =safright ;" afright]a=ii

cover (@basicblockentry->@basicblockentry+
@basicblockentry->@basicblockentry->
@basicblockentry

Cartesian Block Coverage

All pairs and triples of basic blocks in function partition
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Specs for Working Programmers

imEsexampile (1int -a, int b,<int c, int djy
{
SiE S (a: F[ b)) s& c)
d = 0;
else
unimplemented() ;
return d*2;

}

cover (@4+Q@6

Cover Specific Lines of Code
Lines 4 and 6

i
2
3
4
5
6
7
8
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Specs for Working Programmers

1 void eval(int * a, int first, int last) {
2 EEes(farst > last) return;
3 printf("a[%d]=%d\n", first, a[first]);
4 eval(a+tl, first+l, last);

5 return;

6 }

7/

8 int main(int argc, char * argv[]) {
9 ah gl (Y B

10 int A[100];

11

12 EoraCi=02 <1000 Fti)

13 insert (A, i);

14

15 eval(A, 0, 100);

cover (@basicblockentry & @func(eval)

Restricted Scope of Analysis

Basic block coverage in function eval only
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Specs for Working Programmers

void sort(int * a, int len) {
<147 b it gk o
Boms =T o i<l ens:thta )
if (compare(a[i-1], a[i])) continue;
t=a[i]; a[i]=a[i-1]; a[i-1]=t;
}
}

void eval(int * a, int len) {
a5 g it b
Eol- (=001 < o 3 e b +ad)
printf("a[%d]=%d\n", i, a[i]);
}

int main(int argc, char * argv[]) {
S Eeistea b L A0 0]

cover (@conditionedge & @func(sort)) ->
(@basicblockentry & @func(eval))

Interaction Coverage

Cover all pairs of conditions in sort and basic blocks in eval
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Specs for Working Program:

void sort(int * a, int len) {

Tl o TSRS o

Forsd(a=1: i<len; ++i) {
if (compare(a[i-1], a[i])) continue;
t=a[i];
af[i]=a[i-1];
a[i-1]=t;

}

return;

O VWO JOYUL WD PR

’_\
-~

cover {len>=2} . {len<=1l5}
@basicblockentry & @func(sort)

Constrained Inputs
® Basic block coverage in sort

® Each test case shall use list of 2 to 15 elements
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Specs for Working Program:

int example(int a, int d)
i
pfiita)
dii=:0:
else
unimplemented();
return d*2;

}

1
2
3
4
5
6
7,
8

cover (@basicblockentry & @func (example)
passing “not (@call (unimplemented)) *$

Avoid Unfinished Code
® Basic block coverage in example

® Never call unimplemented
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Conclusions and Current Work

Test Case
Generation
Engines

e Specification language based on quoted regular \ A
expressions to precisely specify where to go  <===omu SEF gty o

e Two test input generation engines

e Currently evaluating with partners from
automotive and avionics industry

‘e Extending our work to model-based testing

http:/ /code.forsyte.de/fshell
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BB (Q1) CC(Q2) BB“ (Q18)
Source SLOC #goals #tc #goals #tc #goals #tc #inf

coreutils/cat.c 27 16 10 224 6 39
coreutils/echo.c 161 27 20 675 93 198
coreutils/nohup.c 33 17 12 255 13 133
coreutils/seq.c 37 28 20 728 23 394

62000 2 61911

80 3 e
22 840 10 441
40 2756 29 1749
153 39 36099 417 26352

196
6

kbfiltr.c 3507 250
pseudo-vis.c 553 10
matlab.c 3444 30
memman.c 245 53

PicoSAT 6592 191 4

4 4
8 11
6 5
7 7
coreutils/tee.c 73 21 9 16 8 399 30 127
2 2
3 3
6 6
8 8
3




