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Witness Validation
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Search-Space Reduction
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Correctness: State of the Art

1. Rarely any additional information

2. Not human readable

3. Not easily exchangeable across tools
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Open Problems

1. Standardized way to document verification results
to enhance engineering processes required

2. Difficult to establish trust in results from an
untrusted verifier

3. Potential for synergies between tools and techniques is
left unused
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Correctness Witnesses
and Proof Certificates

I Full proofs seem nice, but in practice become too large

I Witnesses support, but do not enforce full proofs

I Instead, correctness witnesses may also represent
proof sketches
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Witness Automata

I Express witness as automaton

I Witness Validation matches the witness to the program

I Decoupled from specific verification techniques and
implementations

I One common exchange format for violation witnesses
and correctness witnesses
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Example: Inject Invariants

1 int main () {
2 unsigned int x = nondet ();
3 unsigned int y = x;
4 while (x < 1024) {
5 x = x + 1;
6 y = y + 1;
7 }
8 // S a f e t y p r o p e r t y
9 assert (x == y);

10 return 0;
11 }

q0
true

q1x = y

3,enterLoopHead:

o/w

q2true

o/w

4,then:

q4true

o/w

5:

o/w

6,enterLoopHead:

q3 true

4,else:

o/w
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Producing and Consuming Witnesses:
SV-COMP
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Conclusion

Correctness-Witnesses...

1. are easy to implement for verifiers that already support
violation witnesses

2. enable information exchange across different software
verifiers

3. efficiently increase confidence in results by validation
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