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Exercise 2021/02/19

Reference: https://www.sosy-1lab.org/research/pub/2018-HBMC.Combining_Model_Checking_
and_Data-Flow_Analysis.pdf

1 Hands-on

1.1 Teameinteilung
1.2 (Bounded) Model Checking (20 minutes)

Jupyter Notebook: 03_BMC.ipynb

1.3 Configurable Program Analysis (45 minutes)

Jupyter Notebook: 07_Verifier-Design-part-1.ipynb

2 Theory

2.1 Observer Automata (30 minutes)

1 int a = 1;
> int b = 0;
3
4+ while (b <= a) {
5 b=>b+ 1;
6 a=axb;
7}
s ERR:;
Program

CFA P = (L, E, o)

1. Define an observer automaton for the given program P = (L, E,ly) and program vari-
ables X, for each of the following specifications:
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a) O(I" # Igrr) (for g = (1,0p,1"))
(G\{(I2, ['(b < a)], Igrr) }, true)

@ ({(l2, ['(b < a)], IgrR) }, true) @

b) Vx e X.Vze X.O(op =[x <z] = oWy e XUZ.op#[x <y|Wop =x:=
x+1))

start

(G\{(Io, [b < a],13) }, true)
({(I, [b < a],13)}, true)

({(Io, [b < a],13)}, true)

({(Is,b:=b+1,14)},true)

o Vxe X.Vye XO(op=x:=xxy — y >0)
(G\{(ls,a:=axb,1,)}, true)

({(Is,a:=axb,I5)},b > 0)
2. Consider the following observer automaton A:

(G,a>b)

(1o)==
start

a) State the LTL-formula equivalent of A.
Oa>0b

b) Consider observer analysis O for observer automaton A and precision 7

n={x=n|xeXneZtU{x>n|xeX,necN}
U{b<ab<a+1}U{false}
Apply the CPA algorithm with composite analysis IL x IP x O and initial state ey =

(Io, D, (qinit, true)) to program P. State the final reached set and whether the specifi-
cation is violated, according to the algorithm.



reached ={
(lo, D, (Ginit, true)),
(h,{a=1,a>1,a > b}, (Ginit,a > b)), (li,{a=1,a>1,a < b}, (Gerr,a <b))),
(I,{a=1b=0,a>1,b<ab<a+1,a>b}, (qint,a>D0)),
(I3,{a=1b=0,a>1,b<ab<a+1,a>b}, (it a>D)),
(lsyy {a=1b=1,a>1,b>1,b<ab<a+1,a>0b}, (g, a>0)),
(b,{a=1b=1,a>1,b>1,b<ab<a+1,a>0b},(qini,a>0)),
(I3,{a=1b=1a>1b>1,b<ab<a+1,a>0b},(qini,a>0)),
(ly, {a=1,b=2,a>1,b>1,b>2,b<a+1,a <b},(Gerr,a <Db)),

}

2.2 Verification-Result Withesses (45 minutes)

A detailed definition of the GraphML Witness-Exchange Format is available here:
https://github.com/sosy-lab/sv-witnesses

2.2.1 Violation Witnesses

1 int i, j; // defined, but arbitrary value
> int result;
3 int k = 0;
¢ if (i <= j)
5 k =k + 1;
¢ if (k == 1)
7 result = i - j;
s else
9 result = i - j;
10 if (result < 0)
11 ERR:;
Program P,

Above you see faulty program P, and its CFA A.. Each CFA edge lists the file location it was
created from (e.g., ¥If).

1. For each violation witness below, list all (syntactic) program paths described by that wit-
ness:


https://github.com/sosy-lab/sv-witnesses

Witness a:

Witness a:

start @

3k:=0

HiE [0 <]

‘result:=i-j

10if: [(result < 0)]

Witness b:

start

10,else:

Witness c:
ow 1 <graphml>
i 2 <!— snip metadata —_—>
3 <graph>
4 <node id="A0">
5 <data key="entry">true</data>
6 </node>
7 <node id="A2" />
8 <edge source="AQ" target="A2">
9 <data key="startline">1</data>
10 <data key="assumption">i == 1; j == 2;</data>
11 <data key="assumption.scope'">main</data>
12 </edge>
13 <node id="A75">
14 <data key="violation">true</data>
15 </node>
16 <edge source="A2" target="A75">
17 <data key="startline">10</data>
18 <data key="control">condition—true</data>
19 </edge>
20 <node id="sink">
21 <data key="sink">true</data>
2 </node>
23 <edge source="A2" target="sink">
24 <data key="startline">10</data>
25 <data key="control">condition—false</data>
26 </edge>
27 </graph>
28 </graphml>
Witness b: Witness c:
start@
; If only syntax (source-
“k:=0
code guards) are
considered, same
4 [ < )] as Witness b.  With
state-space guards
HEE 16 < )] i==1;j==2 only
5 km k4 1 the following path is

6,else: ['(k ==1)]

% result :=i-j

10if: [(result < 0)]

possible:

start @

‘result:=i-j

‘result:=i-j

10if: [(result < 0)]

2. For some witnesses A and B, we say A <jestifieq B iff witness A describes a subset of the



state-space that is described by witness B.

Check all correct statements:
U v Witness a <iestifiea Witness b
0 Witness b <iestifiea Witness a

L Witness b <iestifiea Witness

2.2.2 Correctness Withesses

10

int x; // defined, but arbitrary value

int y = x;

while (x < 1024) {
X =X+ 1;
y=y+1;

}

if (x !'=vy)
goto ERR;

if (x < 0)
ERR:;

Program P,

0 v Witness ¢ <iestifiea Witness b
L) Witness a <jestifiea Witness ¢

L) v Witness ¢ <jestifiea Witness a

Belse: [1(x < 1024)]

7 else: =
[[x!=y)] 7if [x 1= y]

9,if: [X < 0]

CFA A,

For each correctness witness below, list all candidate invariants (/, i) described by that witness.
Each candidate invariant (,7) consists of a program location I € A, where the invariant is
supposed to hold, and the invariant i.

Witness d:

ofw
start @
2,enterLoopHead:

5:,enterLoopHead:
3,else:
(o)

7 else:

Witness e:

1 <graphml>

2 <!— .. snip metadata .. —>

3 <graph>

4 <node id="q0">

5 <data key="entry">true</data>

6 </node>

7 <node id="ql1">

8 <data key="invariant">x == y</data>

9 <data key="invariant.scope">main</data>
10 </node>

11 <edge source="q0" target="ql">

12 <data key="enterLoopHead">true</data>
13 <data key="startline">2</data>

14 </edge>

15 </graph>
</graphml>

=
e

Sithen: [y < 1024]



Witness f
o Witness d: (I, x ==y), (ls, x > 1024)
start m e Witness e: {(l,x == y) ’ NS {lll12113114115116/ZERR}}
L4 Witnessf: {(l,x == y) | NS {ll, I, 13}}
H U{(l,x >1024) | I € {ls, 15,16, IERr } }
3else:

General notes:

e The given solution is just a proposal. We do not guarantee correctness.
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