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CPA-SYMEXEC is a symbolic-execution engine for C programs,
implemented in CPACHECKER. It tackles the path-explosion problem Jilil'
of symbolic execution with counterexample-guided abstraction refinement ﬂ-. -

(CEGAR). In the context of symbolic execution, it provides: - "
e Generation of executable test cases for condition coverage E
e Concrete, symbolic and executable program traces cpachecker.sosy-lab.org  doi. Org/ 10.5281/zen0do.1321181  youtu. be/ qoBHtvEKtnw
e Interactive, visual analysis reports based on HTML

For examples of these, have a look at the demo or the YouTube video. CPA/ - u

e Idea: Testing with symbolic values. f{§§r}1i);ﬂ5 Memory} Start with coarse abstraction. Refine based on spurious counterexamples.
e Path constraints restrict these. H ff_)a_tt_h_ Constraints; |
i : . qa—="b = _
unsigned char a = 7; b=rc=b+1 ngran% Unsafe
unsigned char b = 7; {a=s1,b=s3,c=s82+1}
. o counterexample
unsigned char ¢ = b L; U fonsible
while (a < 100) [a<}9/ \xa\zlom
. A+, a=s1,b=s3,c=s5+1} {b=s3,c=582+1}
if (c ) {51 < 100} {s; > 100}
error() a++l l[c;éb]
counterexample counterexample
{a=s1+1,b=s3,c=s2+1} {a=s;,b=s3,c=s5; +1} found spurious
{s1 <100} {sa +1#s5} \l{
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(la < 100] .- &Z 100]
{a=s1+1,b=s2,c=s2+1}
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l[c # b] Abstraction Program Abstraction
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{

s1 < 100, s;1 +1 > 100, Sz—l—l#Sz}

I
no counterexample

found

V

Program Safe

\

= Issue with scalability: path explosion.
Because of high precision, amount of states
may grow exponentially and loops may be
unrolled infinitely.

. 1. Verifty Program 2. Check Counterexample 3. Refine Abstraction 4. Verity Program
— Abstraction: (“Precision”) (with highest abstraction) (it’s infeasible) (with refined abstraction)
Which symbolic memory and e
. {} oun {} {} {}
path constraints to track. {1 |« Counterexample n N N
a=7b="; a="b="; a="b="; a="b=";
— Counterexample check: —b+1 c—b+1 c—b1 c—bi1l
Traditional symbolic execution [a —S,.b—85.C— 53 + 1}J [{a/—/{l b —s,,C—5g + 1}}/ (b, c} {{b —s,,c—s, + 1}]
over found counterexample. / | {l} {l} {1 | J/ {} \ |
la < 100| 100 [a > 100] [a > 100] a < 100 a > 100
— Abstraction Refinement: {1 a=s1,b=s3,c=s5+1} {b=s5,c=s5+1} {b, c} {b=s1,c=s1+1} {b=s1,c=s1+1}
Trial & Error based on N {s1 > 100) n N N 0N
Craig interpolation [3]: a4 + ¢ # b] c = b]l c = b]l a -t d l[c + D]
“Information ‘x’ needed "{1‘: 0 {a=s1,b=s3,c=s;5 +1}: {b=s2,c=5;+1}: {b,c} | "Ib=si,c=s1+1} ([({b=si,c=s1+ 1}}
to show counterexample A0 Woooidmrlseal oy bolmrlIsbobooesbY o U ; LAt 17 s
infeasible?” = track ‘x’ Target Precision
Increment
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