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State of the art: SV-COMP'12 participants

Predicate Abstraction Bounded Model Checking

* BLAST * ESBMC
* CPAchecker ABE * FShell

* CPAchecker ABM * LLBMC
* QARMC-HSF

* SATABS

* Wolverine

All these rely on expensive calls to underlying decision procedure
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... Dramatization ...
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How to circumvent?

* Use a less expensive domain

e Signs (-, IsZero, +)

 Explicitvalues({a - 1,b - -5,¢c - T})
»More efficient successor computation
»Less precise state representation

state-space explosion still a major issue




Explicit-Value Model Checking

int main() {

inta, b, c;

a=0;

b=a;

yvyyy

Cc=a,

if(@a == 0) { -
a=1;

} else {

}
ifla==-1){ ==

ERROR:
goto ERROR;

fa—-T,b->T,c—>T}
{a—-0,b—->T,c—>T}
fa—-0,b—0,c—T}
{a—-0,b—0,c— 0}
{a—0,b—0,c— 0}
{fa—1,b—-0,c— 0}

{a—1,b—-0,c— 0}

-

error location Is unreachable



The Good

Tool CPAchecker 1.1-svn
Test explicitAnalysis-cbm

te=t/program=/benchmark=/

ntdrivers/cdaudio.BUG.i.cil.c unsafe
ntdrivers/diskperf.BUG.i.cil. unsafe |
ntdrivers/floppy.BUG.i.cil.c unsafe :
ntdrivers/kbfiltr.BUG.i.cil.c unsafe |
ntdrivers,/parport.BUG.i.cil.c unsafe |
ntdrivers/cdaudio.i.cil.c safe |
ssh/s3 srvr.blast.01.BUG.i.cif.c| unsafe |
ssh/s3 srvr.blast.02.BUG.i.ci]. unsafe | 15
ssh/s3_srvr.blast.03.BUG.i.cifl.c| unsafe |
ssh/s3 srvr.blast.04.BUG.i.cil]. unsafe |
ssh/a3 srvr.blast.0l.i.€il.c ' |
= -
ssh/83 srvr.blast.0d.1.c1l.¢c e |
_— ¥ - . ! :
:

Scores some 200 points in SV-COMP setting — winner had 280
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The Bad

Tool CPAchecker 1.1-svn
Test explicitAnalysis-cbmc
test/programs/benchmazks/ status cputime | walltime ot
ldv-drivers/usb urb-drivers-media-dvb-tt...i.pp.cil.c timeout 1491 19| 144118
ldv-drivers/usb urb-drivers-net-can-usb-...i.pp.cil.c timeout a09 99 916131 ¢
ldv-drivers/usb urb-drivers-net-usb-catc...i.pp.cil.c timeout 1028.72] 1030.08
ldv-drivers/usb urb-drivers-staging-lirc...i.pp.cil.c timeout 038 861 93959 9
ldv-drivers/usb urb-drivers-usb-misc-iow...i.pp.cil.c timeout 1017.04] 99804
ldv-drivers/module get put-drivers-atm-e...i.pp.cil.c timeout 034871 93488
ldv-drivers/module_get put-drivers-block...i.pp.cil.c timeout 1016.88] 1030.26
ldv-drivers/module get put—drivers-block...i.pp.cil.c timeout Q3789 92241
ldv-drivers/module get_put-drivers-bluet...i.pp.cil.c timeout 1016.43 2889 71
ldv-drivers/module get put—drivers-char-...i.pp.cil.c timeout GA45 518
ldv-drivers/module get_put-drivers—gpu-d...i.pp.cil.clout of memory 650510 G000 © ‘.‘
ldv-drivers/module get put—drivers-hid-h...i.pp.cil.c timeout 1017.021 43
ldv-drivers/module get put-drivers-hwmon...i.pp.cil.clout of memory 83 .87 {
ldv-drivers/module get put-drivers-net-a...i.pp.cil.c timeout

i pap— - . -
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Explicit-Value Model Checking

Up to now: plain and simple

? Abstraction
? Counterexample-Guided Abstraction Refinement
? Interpolation

All known In the predicate domain for years



Explicit-Value Model Checking

As of now: with CEGAR and Interpolation

* Abstraction — Easy, just drop information
* Counterexamples — We get these for free
* Refinement — This is the hardest part

» Explicit-Value Model Checking
based on CEGAR
and Interpolation
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Abstraction

¢

int main() {
inta, b, c; | } _ _
a=0: - } This spurious counterexample
b= a: - | trace will always be reported ...
Cc=a; > }
if(a==0){ -t { v ... Unless we define a precision T,
a=1; > A ) l.e. a mapping from program
}else { - _ E i locations to a set of variable
} identifiers,
fase1){ - { \ e.g. {N2 - {a, b}, N7 - {a, c}}
ERROR:
goto ERROR;
}
}
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Craig Interpolation

For a pair of formulas ¢~ and ¢* such that,
@ A @ is unsatisfiable, a Craig interpolant
Y Is a formula that fulfills

the following requirements:

1) ¢ implies Y
2) U A @7 is unsatisfiable
3) Y only contains symbols that are common to

both ¢~ and ¢".

~ use this for the Explicit Domain R
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“Explicit” Craig Interpolation (1)

For a pair of path assignments ¢~ and ¢* such that,
@ and @" are contradicting, a Craig interpolant
) IS a variable assignment that fulfills
the following requirements:
1) ¢ implies Y
2) Y and @" are contradicting
3) Y only contains symbols that are common to

both ¢~ and ¢".
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,Explicit“ Craig Interpolation (2)

"~ uewe v Checkif path is infeasible

_'_'_'_'____ N1 ____ D

] _“_a_=_ D /> (p_z — {a . O}\

< N2

< “_b _:a + - LlJ: { q - O}
rT T 0, = {a - -1} Y

~ N4 v @, implies y
B l[a_t 1= 0] v @ and @" are contradicting
_—— v common symbols

| <noop>
N7 D

seens > Add [N2 - {a}] to the precision

goto: ERROR;

14




,EXplicit“ Craig Interpolation (3)

__ NO __

inta, b, c:
- SIS

N1

< N2

-:H: lb;i j

N3

a4 __ J' c:a

la:[};

a,

>

] _L[a_!z 0]

N6

B —[_{l:lt_}ﬂp}

R
<N >

[a ':_%]l -

~ Jla==-1]

< N8 > CN9: ERROR: >

return O: J'

CFA

goto: ERROR;

< N0 O

:

=

v
N1

inta, b, c:
T 2

> )=

goto: ERROR;

I, = [N7 - {a}]
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;EXplicit® Craig Interpolation (4)

>y =0

goto: ERROR;

I =11, U[N2 - {a}]

> ={a—0}

NO

ilﬂt a__._b_. "

[a!=-1]y
N8 D

[El. == -l]
N9: ERROR:

return O;

v goto: ERROR,;

Program proven safe
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What do we have so far?

1000 ¢

v Abstraction
v CEGAR
v Interpolation

[
o
o

= Timeins

o

CPA-EXPL —+— -
CF’A-IEXF’Litp H"lﬁ
1

0 50 100 150 200

n-th fastest result

X Precise state representation
X Inequalities [a!=Db]
X Intervals [a<Db]
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CPAchecker: Architecture

Source Parser & CEGAR CPA || Verification
Code CFA Builder Algorithm Algorithm Results
S > Specification UninitVars Explicit Predicate
pec CPA CPA CPA CPA

SMT Interface | Interpolation Interface| BDD Interface

SICIOI

- Add auxiliary predicate analysis
- Refinement of both domains based on (lack of) expressiveness

- Predicate analysis tracks only what is beyond explicit domain
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Comparison with SV-COMP Run Times

Time in s

1000 ¢

100

10 ¢

SATABS

BLAST
CPA-EXPLitp
CPA-Memo
CF’A-EXF’Liil:p-PRED

150

n-th fastest result
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Comparison with SV-COMP Scores

Results taken from SV-COMP'12

Results from our experiments

BLAST 2.7 SATABS CPA-Memo| CPA-Expl CPAI;EXP" ﬁpr_'PErégl-
/1 75 140 124 123 141

IControlFlow
Drivers32 79 21 - - - .
Drivers64 55 32 P . s .
Heap » b p . . .
SystemC 33 57 - 2 o -
Overall 231 236 280 217 244 318




Conclusion

We defined abstraction, CEGAR and Craig
iInterpolation for the explicit domain

Results are very encouraging

» Valid methods to lower size of reached set
» Circumvent state-space explosion

ExplicitCPA proofs to be competitive

Especially in combination with
auxiliary predicate analysis
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Questions ?
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