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SMT-based Software Model Checking

Predicate Abstraction
(BLasT, CPACHECKER, SLAM, ...)

v

» IMPACT
(CPACHECKER, IMPACT, WOLVERINE, ...)

Bounded Model Checking
(CBMc, CPACHECKER, ESBMC, ...)

v

k-Induction
(CPACHECKER, EsBMc, 2LS, ...)

Property-Directed Reachability (PDR, also known as IC3)
(SEAHORN, VVT, ...)

v

v
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Our Goals

v

Provide a unifying conceptual framework for SMT-based
algorithms

v

Perform an extensive comparative evaluation

v

Confirm intuitions about strengths

v

Determine potential of extensions and combinations



Approach

v

Understand, and, if necessary, re-formulate the algorithms

v

Implement all algorithms in one tool (CPACHECKER)

v

Run the algorithms on a large set of benchmarks

v

Measure efficiency and effectiveness



Experimental Validity: All Algorithms in one Tool

Compare algorithms, not tools:
» Share same front-end code
» Share same utilities
» Share same SMT-solver integration
» Share algorithm-independent optimizations

— Differences in performance must be caused by algorithms
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Configurable Program Analysis

Configurable Program Analysis (CPA):
» Beyer, Henzinger, Théoduloz: [CAV'07]
» One single unifying algorithm for all algorithms based on
state-space exploration

» Configurable components: Abstract domain,
abstract-successor computation, path sensitivity, ...

» Separation of concerns:

v

Reusable CPA for tracking the program counter
Reusable CPA for tracking the callstack
Reusable CPA representing the specification
Reusable CPA for combining multiple CPAs

v

v

v
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Predicate Abstraction

» Predicate Abstraction

Graf, Saidi: [CAV'97]

Abstract-Interpretation technique

Abstract domain constructed from a set of predicates m
Use CEGAR to add predicates to 7 (refinement)

Derive new predicates using Craig interpolation

Good for finding proofs

\4

v
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Adjustable-Block Encoding

Adjustable-Block Encoding:

>

>

>

Abstraction computation is expensive
Abstraction is not necessary after every transition
Track precise path formula between abstraction states

Reset path formula and compute abstraction formula at
abstraction states

Large-Block Encoding: Abstraction only at loop (and
function) heads

Adjustable-Block Encoding: Introduce block operator "blk"
to make it configurable



Example Program

o (4] EN w N =

~

10

11

12

int main() {

unsigned int x = 0;
unsigned int y = 0;
while (x < 2) {
X+,
y++;
if (x 1=y) {
ERROR: return 1;
}

}

return 0;

start —>»
unsigned int x = 0;

@unsigned inty =0;

x < 2]

x4+
y++;

[x!=y]

[ !=y)]

[(x < 2)]

()

ERROR: return 1;
return 0O;



Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —)@
unsigned int x = 0; eo: (la, (true, la, true))

@unsigned inty =0;

()

[ !=y)

['(x < 2)]

[x!=y]

(3)

ERROR: return 1;
return 0;
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start —>
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return 0;
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
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1
|623 (U, (true, Iy, z0 = 0 A yo = 0)) |

[1(x 1= y)]

[x <2)]

[x!=y]

(3)

ERROR: return 1;
return 0;
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|elz (I3, (true, lo, 7o = 0)) |
(s)

1
[62: (la, (z =y, lu, tme))]

[1(x 1= y)]

[x <2)]

[x!=y]

(3)

ERROR: return 1;
return 0;
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>@
unsigned int x = 0; eo: (la, (true, lo, true))

@unsigned inty =0; |€11 (L3, (true, by, wg = 0)) |

7
[62: (L, (z =y, lu, true))]

[es: (L, (@ =y, ls, (30 < 2)))|
['(x = y)] T
[es: (ha, (@ =y, lu, (30 < 2))|

['x <2)]

[x!=y]

(3)

ERROR: return 1;
return 0;
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|elz (I3, (true, lo, 7o = 0)) |
(s)

|€31 (n, (@ =y, 1y, = (w0 < 2)))|

[(x=y)]
[ex: (2, (@ =y, 1, (w0 < 2))) ]
['(x < 2)]
et (Is, (v =y, lu, 70 < 2))|
— 1
[X =] |6’61 (167(I=y,l4710<2/\11=Io+1))|
1
|671 (7, (x =y, la,m0 <2ANT1 =20+ 1AW :Z/0+1))|
ERROR: return 1;
return O;
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>@
unsigned int x = 0; eo: (la, (true, lo, true))

@unsigned inty =0; |€1Z (I3, (true, by, xgp = 0)) |
@ 1

e (L, (x =y, lu, true))]

1
|€33 (L, (2 =y, la, = (20 < 2)))|

[1(x 1= y)]

[es: (ha, (@ =y, lu, (30 < 2))|
['(x < 2)]

es: (Is, (v =y, lu, 70 < 2))|
1
b 1=V] |661 (157(1:%[4710<2/\11:I<1+1))|

() T

|873 (7, (x =y, la,m0 <2ANT1 =20+ 1AW :y0+1))|
ERROR: return 1; 1
return O; |es: (ly,(z=y,lp,zo<2Az1 =20+ 1AYy1 =yo + 1A -—(z =

)|
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
unsigned int x = 0;

@unsigned inty =0;

()

[1(x 1= y)]

['x <2)]

[x!=y]

(3)

ERROR: return 1;
return 0;
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eo: (lo, (true, by, true))

|€11 (3, (true, ly, zo = 0)) |
1
e (I, (z=y,ly true))]

1
|€33 (b, (& =y, lg, = (w0 < 2)))|
1
[ex: (12, (& =y, lu, (w0 < 2))) |

es: (Is, (v =y, lu, 70 < 2))|
1

|661 (le, (z =y, 4, 10 <2 A 23 :Io+1))|

1

|e7: (l7,(z:y,l4,zo<2/\11:z0+1/\y1:y0+1))|

T
(es: (, (v =y, lu, true))]
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|elz (I3, (true, ly, xo = 0)) |
(9

|632 (ln, (@ =y, 1y, = (2 < 2)))|
1
|642 (he, (@ =y, 1y, =(m < 2)))|

[1(x 1= y)]

[x <2)]

es: (Is, (z =y, ly, mo < 2)) | covered byi
T H
|€61 (I, (z =y, la,m0 < 2 Ay =z0+1))|

() T

|e7: (lr,(x=y,le,z0 <2AT1 =20+ L Ayp :y0+1))| :
ERROR: return 1; — E
reeurnoO:y J (G @Y, TUe))f -t

[x!=y]
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|elz (I3, (true, lo, 7o = 0)) |
(s)

[es: (@ =y, 1, (w0 < 2))) | :
T i

[1(x 1= y)]

|641 (he, (@ =y, 1y, =(m < 2)))|

[x <2)]

es: (Is, (z =y, ly, mo < 2)) | covered by
— 1
b !=v] |€62 (le,(z=y,l4,z0<2/\z1=z0+1))|

() T

|e7: (lr,(x =y, la,m0 <2Az1 =30+ 1 A :y0+1))| :
ERROR: return 1; — E
reeurnO:y J | (@ @Y, Ue))f -t

|692 (s, (z =y, Ly, w0 <2A 1 =20+ 1Ay = yo + 1A ~(zy :y1)))|
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|elz (I3, (true, lo, 7o = 0)) |
(s)

|€32 (ln, (@ =y, 1y, = (2 < 2)))|
1
|64I (he, (@ =y, 1y, =(m < 2)))|

[1(x 1= y)]

[x <2)]

es: (Is, (z =y, ly, mo < 2)) | covered byi
T H
|€62 (I, (z =y, la,m0 < 2 Ay =z0+1))|

() T

|e7: (lr,(x =y, la,m0 <2Az1 =30+ 1 A :y0+1))| :
ERROR: return 1; — E
reeurnO:y J | (@ @Y, Ue))f -t

eg: (Is, (false, Ly, true))

[x!=y]
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Predicate Abstraction: Example
with 7(ly) = {x = y} and 7(lg) = {false}

start —>
@unsigned inty =0;

|31: (I3, (true, lo, 7o = 0)) |
(s)

|631 (l, (& =y, ls, (w0 < 2)))|

[(x=y)] T
[ex: (2, (@ =y, 1, (w0 < 2))) ]
['(x < 2)] '
es: (Is, (z =y, ly, mo < 2)) | covered by |
T H
[X =] |€61 (le,(z=y,l4,zo<2/\z1=z0+1))|
1 '
|€71 (I, (z =y, la,x0 <2AT1 =20 +1 A1 :yo+1))| :
ERROR: return 1; E
return 0;

Dirk Beyer, Matthias Dangl, and Philipp Wendler LMU Munich, Germany

12 / 36



Predicate CPA

Predicate

+ Regions E

BDD-based

SMT-based

~—

SMT Solver
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Predicate CPA

Predicate
/ A
Dp IIp
! Regions |
BDD-based
SMT-based

~—

SMT Solver




Predicate CPA

Predicate

D]p HIF’ P

. |

! . 1
i Regions | Formula Enc.

BDD-based

SMT-based

~—

SMT Solver




Predicate CPA

7

Predicate

Dp

Ilp

P

mergep | | stopp

b

+ Regions E

BDD-based

|

Formula Enc.

SMT-based

~—
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Predicate CPA

Predicate
R —vana
Dp| (IIp| [~r]| |mergep| |stopp precp
Rgl ] [ ﬁ;_;g;ﬁ;g,-_;_;_}
BDD-based Cartesian
SMT-based Boolean

~—

.

SMT Solver




Predicate CPA

Predicate
% S x
Dp| |IIp| |~p| |mergep| |stopp precp refinep
! Regions ! | Formula Enc. blk [ ! Abstraction' : Strategy !
BDD-based Cartesian Predicate f
SMT-based Boolean

~—

.

4

SMT Solver

h

Interpolation




IMPACT

» IMPACT

v

"Lazy Abstraction with Interpolants"

McMillan: [CAV'06]

Counter-draft to predicate abstraction

Abstraction is derived dynamically/lazily

Solution to avoiding expensive abstraction computations
Compute fixed point over three operations

v

v

v

v

v

» Expand
» Refine
» Cover

v

Quick exploration of the state space
Good for finding bugs

v



ImpacT: Example

start —>
unsigned int x = 0;

@unsigned inty =0;

eo: (b, (true. lp, true))

[(x 1= )]

[i(x < 2)]

[x!=y]

()

ERROR: return 1;
return 0;
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ImpacT: Example

start —> |€1¢ (I3, (true, Iz, xo = 0)) |
unsigned int x = 0;

@unsigned inty =0;

()

[1(x 1= y)]
[1(x < 2)]

x!=y]

()

ERROR: return 1;
return O;
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ImpacT: Example

eo: (lo, (true, Iy, true))

start —> |€11 (I3, (true, Iz, xo = 0)) |
unsigned int x = 0; L

|625 (L, (true, ly, o = 0 A yo = 0)) |
@unsigned inty =0;

[(x 1= )]

[i(x < 2)]

[x!=y]

()

ERROR: return 1;
return 0;
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start —> |€1¢ (I3, (true, Iz, xo = 0)) |
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@unsigned inty =0;

()
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()
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return O;
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ImpacT: Example

eo: (lo, (true, Iy, true))

start _>@ |€11 (I3, (true, Iz, xo = 0)) |
unsigned int x = 0; % (0 (e 7e)
@unsigned inty =0; |€3Z (L1, (true, ly, = (o < 2)))|
1

|E4Z (L, (true, Ly, ~(zo < 2))) |

[(x 1= )]

[i(x < 2)]

[x!=y]

()

ERROR: return 1;
return 0;
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ImpacT: Example

start |el: (I3, (true, by, mg = 0)) |
unsigned int x = 0;
@unsigned inty =0; |€31 (I, (true, ly, ~(z < 2)))'
@ 1

|e4: (L2, (true, ly, =(zo < 2))) |

—)l es: (Is, (true, ly, zo < 2)) |

[1(x 1= y)]
[1(x < 2)]

x!=y]

()

ERROR: return 1;
return O;
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ImpacT: Example

start —>
unsigned int x = 0;

@unsigned inty =0;

()

[1(x 1= y)]
[1(x < 2)]

x!=y]

()

ERROR: return 1;
return O;
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|el: (I3, (true, by, mg = 0)) |

|€af (L, (true, Ly, = (29 < 2)))'
1

|e4: (L2, (true, ly, =(zo < 2))) |

—)l es: (Is, (true, ly, mo < 2)) |

1
|ee: (Ig, (true, ly, g < 2 N x1 = To + 1)) |
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ImpacT: Example

eo: (lo, (true, Iy, true))

start —>@ |€12 (I3, (true, ly,z9 = 0)) |
unsigned int x = 0; %0 () (e 1) 7re)
@unsigned inty =0; |€33 (L, (true, by, =(zo < 2)))'
1

|E4Z (L, (true, Ly, ~(zo < 2))) |

—)l es: (Is, (true, ly, mo < 2)) |
[l(x!=y)] T

|eﬁ: (Ig, (true, ly, g < 2 N x1 = T + 1)) |

[i(x < 2)]

1
|e7: (I7, (true, Ly, xo <2/\m1:w0+1/\y1:y0+1))|

[x!=y]

()

ERROR: return 1;
return 0;
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ImpacT: Example

start —>
unsigned int x = 0;

@unsigned inty =0;

[(x 1= )]

[i(x < 2)]

x!=y]

()

ERROR: return 1;
return 0;
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eo: (I, (true. lp, true))

|el: (I3, (true, by, mg = 0)) |

ea: (ly, (true, ly, true))

|€33 (i, (true, la, = (w0 < 2)))'

|E4Z (L, (true, Ly, ~(zo < 2))) |

—’l es: (Is, (true, ly, mo < 2)) |

1
|eﬁ: (Ig, (true,ly, o < 2 ANay =30 + 1)) |

1
|e7: (I7, (true, Ly, xo <2/\m1:3¢0+1/\y1:y0+1))|
1

|es: (ls, (true,ly, 20 <2 A2y =20+ LAy = 4o + 1A =(20 = yo)))l
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ImpacT: Example

eo: (lo, (true, Iy, true))

start —>@ |€12 (I3, (true, ly,z9 = 0)) |
unsigned int x = 0; %0 () (e 1) 7re)
@unsigned inty =0; |€33 (L, (true, by, =(zo < 2)))'
1

|E4Z (L, (true, Ly, ~(zo < 2))) |

—)l es: (Is, (true, ly, mo < 2)) |
[l(x!=y)] T

|eﬁ: (Ig, (true, ly, g < 2 N x1 = T + 1)) |

[i(x < 2)]

1
|e7: (I7, (true, Ly, xo <2/\m1:w0+1/\y1:y0+1))|

[x 1=1y] es: (Is, (true, ly, true))

()

ERROR: return 1;
return 0;
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ImpacT: Example

start —> |€1¢ (I3, (true, Iz, xo = 0)) |
unsigned int x = 0;

@unsigned inty =0; |€31 (I, (true, ly, ~(z < 2)))'
1

()

|e4: (L2, (true, ly, =(zo < 2))) |

—’l es: (Is, (true, ls, z < 2)) |
[l(x!=y)] T
|ee: (Ig, (true, ly, g < 2 N x1 = T + 1)) |

lx <2)

1
|67I (l7,(tme,l4,x0<2/\x1:10+1/\y1:y0+1))|

e G o)

x!=y]

()

ERROR: return 1;
return O;
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ImpacT: Example

eo: (I, (true. lp, true))

start _>@ |€12 (I3, (true, Iz, xo = 0)) |
unsigned int x = 0; e (la, (@ =y, la, true))
@unsigned inty =0; |€33 (L, (true, by, =(zo < 2)))'
1

|E4Z (L, (true, Ly, ~(zo < 2))) |

—)l es: (Is, (true, ly, mo < 2)) |

[l(x!=y)] I

|eﬁ: (Ig, (true,ly, o < 2 ANay =30 + 1)) |
1

er: (lg, (true,ly, 20 <2 Nx1 =20+ L Ath =y + 1)) |
eg: (lu,

(true,ly, o <2ANz1 =20+ 1Ay1 =yo+ 1A~ ,(zlzyl)))l

['(x < 2)]

x!=y]

ERROR: return 1;
return 0;
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ImpacT: Example

start —> |€1¢ (I3, (true, Iz, xo = 0)) |
unsigned int x = 0;

@unsigned inty =0; |€31 (I, (true, ly, ~(z < 2)))'
1

()

|e4: (L2, (true, ly, =(zo < 2))) |

—’l es: (Is, (true, ls, z < 2)) |
[1(x 1= y)] T
|ee: (Ig, (true, ly, g < 2 N x1 = T + 1)) |
1
er: (Ir, (true,ly, o <2 A1 =20+ L Ay :yo+1))|

lx <2)

x!=y]

()

eg: (lu, (true, ly, true))
ERROR: return 1;
return O;
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ImpacT: Example

start —> |
unsigned int x = 0;

@unsigned inty =0; |€5 (L, (true, by, =(zo < 2)))'

@ 1

|€4 (L, (true, Ly, =(zo < 2)))'

—)l (15, (true, ly, T < 2)) |
[(x 1= y)] T
|eﬁ: (Ig, (true,ly, o < 2 ANay =30 + 1)) |
1
er: (lg, (true,ly, 20 <2 Nx1 =20+ L Ath =y + 1)) |

eo: (I, (true. lp, true))

er: (Is, (true, lp, z9 = 0)) |

et (L, (v =y, ly, true))

[i(x < 2)]

x!=y]

eg: (lu, (true, ly, true))

()

ERROR: return 1; |em: sy (e B 0 2))|
return 0; T

|en: (lg, (true,ly, 1 <2 ANxg =21 + 1)) |

1
|€121 (I7, (true, Ly, 7, <2/\x2:x1+1/\yz:yl+1))|
1

|€132 (Is, (true,ly,x1 <2Azo =21+ LAYy =91 + 1A =(29 =

%)) |

Dirk Beyer, Matthias Dangl, and Philipp Wendler LMU Munich, Germany
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ImpacT: Example

start —>
unsigned int x = 0;

@unsigned inty =0;

[(x 1= )]

[i(x < 2)]

x!=y]

()

ERROR: return 1;
return 0;

Dirk Beyer, Matthias Dangl, and Philipp Wendler

eo: (I, (true. lp, true))

|el: (I3, (true, by, mg = 0)) |

st (la, (z =y, lu, true))

| (true,ls, ~(zo < 2)))]
1
|€4: (L, (true, Ly, ~(zo < 2))) |

—’l es: (Is, (true, ly, mo < 2)) |

1
|eﬁ: (Ig, (true,ly, o < 2 ANay =30 + 1)) |
1
er: (lg, (true,ly, 20 <2 Nx1 =20+ L Ath =y + 1)) |

eo: (ly, (true, ly, true))

|€1ni (Is, (true, ly, 71 < 2)) |
1
|en: (lg, (true,ly, 1 <2 ANxg =21 + 1)) |

es: (lu,

1
|eu: (17, (true, ly, 21 <2/\x2:x1+1/\y2:y1+1))|

ez (s, (true, Ly, true))

LMU Munich, Germany
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ImpacT: Example

start —>
unsigned int x = 0;

@unsigned inty =0;

[(x 1= )]

[i(x < 2)]

x!=y]

()

ERROR: return 1;
return 0;

Dirk Beyer, Matthias Dangl, and Philipp Wendler

eo: (I, (true. lp, true))

|el: (I3, (true, by, mg = 0)) |

st (la, (z =y, lu, true))

|€33 (i, (true, la, = (w0 < 2)))'

|€4: (L, (true, Ly, ~(zo < 2))) |

—’l es: (Is, (true, ly, mo < 2)) |

1
|eﬁ: (Ig, (true,ly, o < 2 ANay =30 + 1)) |
1
er: (lg, (true,ly, 20 <2 Nx1 =20+ L Ath =y + 1)) |

eg: (ls, (v =y, lu, true))

|€1ni (Is, (true, ly, 71 < 2)) |
1
|en: (lg, (true,ly, 1 <2 ANxg =21 + 1)) |

1
|eu: (17, (true, ly, 21 <2/\x2:x1+1/\y2:y1+1))|

ewz: (Is, (false, ly, true))

LMU Munich, Germany 15 / 36



ImpacT: Example

start > |€13 (I3, (true, Iz, 7o = 0)) |
unsigned int x = 0;

@unsigned inty =0; |€3? (I, (true, ly, ~(z < 2)))'
1

()

[ex: (12, (true, 1, (0 < 2))) |

—)l es: (Is, (true, ly, mo < 2)) | covered by

[l(x!=y)] T
|ee: (Ig, (true, ly, g < 2 N x1 = T + 1)) |
['(x < 2)] T
er: (Ir, (true,ly, o <2 A1 =20+ L Ay :yo+1))|
x!=y]
ERROR: return 1; |€103 (s, (true, l, o, < 2))|
return O;

1
|en: (Ig, (true, ly, ®1 < 2 AN @ = 31 + 1)) |

|6123 (I7, (true, Ly, 7, <2/\xz:r1+1/\y2:y1+1))|
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Predicate CPA extended for ImpacT

Predicate
% S x
Dp| |IIp| |~p| |mergep| |stopp precp refinep
! Regions ! | Formula Enc. blk [ ! Abstraction: : Strategy !
BDD-based Cartesian Predicate
SMT-based Boolean IMPACT
\ |/ 4 \/
SMT Solver K Interpolation




Bounded Model Checking

» Bounded Model Checking:

» Biere, Cimatti, Clarke, Zhu: [TACAS'99]
» No abstraction

» Unroll loops up to a loop bound k&

» Check that P holds in the first k iterations:
k
AP(i)
i=1

v

Good for finding bugs
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Reuse Predicate CPA to Build BMC Query

Predicate

\

i el

| |merge]p| |stop]p| | precp | | refinep |

1 1

| blk Abstraction v S trategy

__________________

BDD-based Cartesian

Predicate

| IMPACT

| Boolean
.

~

SMT Solver |<—| Interpolation |

Just add a CPA LLB for counting and bounding loop iterations



Bounded Model Checking: Example

start —>»
unsigned int x = 0;

@unsigned inty =0;

[eo: (ly, (true, by, true), {ly — 71})]
1

['x!=y)]

|611 (I, (true, by, w9 = 0), {ly = —1}) |
1

ea: (, (true, o, 7o = 0 Ayo = 0), {la > 0})]
1

|€31 (L, (true, by, w0 = 0 Ayo = 0 A = (w0 < 2)), {ls = 0}) |
1
|€41 (la, (true, b, x0 = 0 A yo = 0 A = (20 < 2)), {la = 0}) |

[x!=y]

es: (Is, (true, by, 1o = 0 A yo = 0 A g < 2), {ls — 0}) |
1

ERROR: return 1;
return 0: |e<,-: (Ig, (true,lo,zo = 0A yo = 0A 29 < 2 A @y = 29 + 1), {la = 0}) |

1
er: (l7,(true,l2,z(]:O/\yozo/\10<2/\zl:zg+1/\y1:yg+l),{l4>—>0})|
1
|€si (lsy(tmﬂylzyro:()/\yo:()/\ro<2/\I1:Io+1/\y1:yo+1/\ﬂ(11:y1))1{l4'—>0})|
1

|eg: (112,(true,l2,9co:OAyD:O/\zo<2/\zl:xo+1/\y1:y0+1/\ﬂ(11:y1)),{l4>—>0})|

ew: (la, (true,l, 20 = 0Ayo =0 Amy <2A 2 =Io+1/\y1=y0+1/\ﬁ(ﬁ<3€1=y1)))7{14’—>1})|
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k-Induction

» k-Induction generalizes the induction principle:

» No abstraction

» Base case: Check that P holds in the first k iterations:
— Equivalent to BMC with loop bound &
Step case: Check that the safety property is k-inductive:

k
Vn : <</\P(n+i—1)> = P(n+k)>

=1

v

v

Stronger hypothesis is more likely to succeed
Add auxiliary invariants

Kahsai, Tinelli: [PDMC'11]

» Heavy-weight proof technique

v

v



k-Induction: Example

|el: (L, (true, Ly, —(x0 < 2)), {ls — 0}) |
1

|e2; (L, (true, Ly, ~(w0 < 2)), {ls > 0}) |

st (s, (true, la, 0 < 2), {ls = 01)]

T
|e4: (lg, (true,ly, a0 <2 AN ay = 20 + 1), {ls — 0})|
1

4'85: (I7, (true,ly, Axg < 2 A xy = o+ 1 Ayr = yo + 1), {ls — 0}) |

13
[eo: (s, (true, i,z < 2 Aoy =g + 1Ay = yo + LA (1 = ). {ls > 0})]
13

|€72 (ha, (true, ly, 20 < 2 Ay = 2o+ LA ys = yo + L A=(a1 = 1)), {la = 0}) |

{es: (s, (true, L, mg <2 A =29 + 1Ay =yo + LA=(=(@1 = ), {la = 1))}
T

|691 (L, (true, ly, o <2 ANay =29+ 1Ay = Yo + LA =(=(21 = 11)) A (1 < 2)), {la = 1})'
1

|ew: (ha, (true,ly, mg < 2Axy =mo + LA y1 = 3o + 1L A =(=(z1 = 1)) A = (21 < 2)), {la = 1})'

[enss s, (rue, i, mg < 2A @ =m0+ 1Ay = yo + LA =(=(@1 =) Awi < 2), {la o 1}) fp—

1
|5122 (s, (true,ly, w0 < 2A @1 =z + 1A y1 = yo + 1 A =(=(1 = 1)) Aan <2/\12=11+1),”4’—’1})|
1
et (I, (true, ly, w0 <2Az1 =20+ LAy = Yo+ LA =(=(z1 = 1)) Azy <2/\z;=zl+1/\y2=y1+1),{l4>—>1})|

1
|em: (Is, (true,ly, w0 <2 Az =20 + 1 Ayr = yo + L A = (= (- yl))AJ:(Z/\J:g=z1+l/\yg=y1+1/\—\(z;=y;)),{l4>—>1})|
1

=
|el5: (lu,(true,h,%<2/\11=zu+1/\y1=y.)+1/\—~(—~(x1=y1))/\x<2/\x2=zl+l/\yz=y1+1/\—\(zg=y~,)),{lp—>l})|

et (l4,(true,l4,za<2/\x1=zn+1/\y1=yu+1/\—\(—\(z1=y1))/\z<2/\17=x1+1/\y;=y1+1/\—|(—|(z2=y2))),{l4»—;2})'
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k-Induction with Auxiliary Invariants

Induction: Invariant generation:

1. k=1 1: prec = <weak>

2: while !finished do 2: invariants = {)

32 BMC(k) 3: while !finished do

4:  Induction(k, invariants) 4 ~—invariants = Genlnv(prec)
5 k44 5. prec = RefinePrec(prec)



Experimental Comparison

5287 verification tasks taken from SV-COMP'17
15 min timeout (CPU time)

15 GB memory

SMT solver: MATHSAT 5

SMT theory: QF_UFBVFP

Measured with BENCHEXEC

v

v

v

v

v

v
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All 3913 bug-free tasks

1000

—
f=3
f=}

CPU time (s)

—
f=}

1 | | | |
0 500 1000 1500 2000

—o— BMC - & - k-Induction --4-- Predicate Abstraction < IMPACT
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All 1374 tasks with known bugs

1000 T

=
f=3
(=]

CPU time (s)

—
o

1 | | | | | | | |
0 50 100 150 200 250 300 350 400

—eo— BMC - & - k-Induction --4-- Predicate Abstraction < IMPACT
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Category: Device Drivers

» Several thousands LOC per task

» Complex structures

» Pointer arithmetics

Dirk Beyer, Matthias Dangl, and Philipp Wendler
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Category: Device Drivers
2440 bug-free tasks:

1000

100

CPU time (s)

10

1 Il Il Il Il Il Il Il
0 200 400 600 800 1000 1200 1400

—o— BMC - & - k-Induction --4-- Predicate Abstraction --¢- IMPACT
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Category: Device Drivers
355 tasks with known bugs:

1000

—_
(=
(=]

CPU time (s)

—_
(=]

0 5 10 15 20 25 30 35

1

—o— BMC - & - k-Induction --4-- Predicate Abstraction --¢- IMPACT
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Category: Event Condition Action Systems

» Several thousand LOC per task

» Auto-generated

v

Only integer variables

Linear and non-linear arithmetics

v

v

Complex and dense control structure

Dirk Beyer, Matthias Dangl, and Philipp Wendler LMU Munich, Germany 29 / 36



Category: Event Condition Action Systems

v

Several thousand LOC per task
Auto-generated

v

v

Only integer variables

Linear and non-linear arithmetics

v

» Complex and dense control structure

if (((a24==3) && (((al8==10) && ((input == 6)
&& ((115 < a3) && (306 >= a3))))

&& (al5==4)))) {
a3 = (((a3 x 5) + —583604) x 1);

a24 = 0;
al8 = 8§;
return —1;



Category: Event Condition Action Systems
738 bug-free tasks:

1000 —— :

—_
(=
(=]

CPU time (s)

—_
(=]

1 Il Il
0 50 100 150 200 250 300 350 400 45

—o— BMC - & - k-Induction --4-- Predicate Abstraction -+¢- IMPACT
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Category: Event Condition Action Systems

411 tasks with known bugs: Only BMC and k-induction find
one bug (the same one).
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Category: Product Lines

Several hundred LOC

Mostly integer variables, some structs

v

v

v

Mostly simple linear arithmetics

v

Lots of property-independent code

Dirk Beyer, Matthias Dangl, and Philipp Wendler LMU Munich, Germany
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Category: Product Lines
332 bug-free tasks:

1000

CPU time (s)
S

=
[

I
350

1 | | | | |
0 50 100 150 200 250 300

—o— BMC - & - k-Induction --4-- Predicate Abstraction

@ IMPACT
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Category: Product Lines

265 tasks with known bugs:

1000 T

—_
(=
(=]
— T

CPU time (s)

—_
(=]

1 Il Il Il Il Il Il Il
0 20 40 60 80 100 120 140

—o— BMC - & - k-Induction --4-- Predicate Abstraction --¢- IMPACT
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Summary

We reconfirm that
» BMC is a good bug hunter

» k-Induction is a heavy-weight proof technique: effective,
but slow

» CEGAR makes abstraction techniques (Predicate
Abstraction, Tmpact) scalable

» ImpACT is lazy, and explores the state space and finds bugs
quicker

» Predicate Abstraction is eager, and prunes irrelevant parts
and finds proofs quicker



Outlook

» Find a way to integrate PDR into this framework
» Combine PDR with k-Induction
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