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Software contains bugs.
⇒ Automatic verification.

But software contains bugs.
⇒ Automatic validation of results.

But software contains bugs.
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Witness Validation

I Problem: Confidence in verifiers
I Approach: Witness validation

[Beyer/Dangl/Dietsch/Heizmann/Stahlbauer FSE’15]
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Witness Creation
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Violation Witness Format: Witness Automaton

I Automaton
I Describes set of error paths
I State-space + source-code guards

q0

q1

q2

q⊥ qE

4: a == 2

o/w

5: b == 254

o/w

o/w

8,else: 8,then:
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Witness Refinement

I Problem 1: Abstract witnesses
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Witness Refinement

I Problem 1: Abstract witnesses
I Solution: Witness refinement
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Witness Refinement
I Problem 1: Abstract witnesses
I Solution: Witness refinement
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Witness Validation

I Existing validators are model checkers
I Problem 2: Confidence in validators
I Problem 3: Found errors difficult to debug
I Solution: Executable counterexamples
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Execution-based Witness Validation
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Execution-based Witness Validation
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Execution-based Witness Validation
I Build executable counterexample from witness
I State-space guards 7→ input variables/functions

q0

q1

q2

q⊥ qE

4: a == 2

o/w

5: b == 254

o/w

o/w

8,else: 8,then:

__VERIFIER_error() unreachable W2T
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Full Workflow
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Experimental Results
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Experiments

I Implementations: CPA-w2t and FShell-w2t
I Witness Refiner: CPAchecker
I Benchmark set:

I 18 965 witnesses
I From 21 verifiers
I From 5 692 verification tasks (1 490 false tasks)
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Validation Performance

I 18 965 witnesses in total
I Not only increase of confidence,

but also increase of overall effectivity
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Time Performance

I Time comparison over 2 680 witnesses that all validators
confirmed
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Verdict

I Validate more witnesses
I Validate witnesses faster
I Provide debuggable counterexamples
I Provide executable tests
I Increase confidence in results

Thank You!
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Future Work

I Floating point benchmarks / binary representations
I Concurrent programs
I Undefined behavior

Dirk Beyer 1 / 6



Architecture CPA-w2t
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Architecture FShell-w2t
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Experiment Environment

I Machines:
I Intel Xeon E3-1230 v5 CPU, 8 units, 3.4 GHz
I 33GB RAM
I Ubuntu 16.04

I Limits verifiers:
I 4 processing units
I 7GB RAM
I 15min CPU time

I Limits validators:
I 2 processing units
I 4GB RAM
I 1.5min CPU time
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Verification Tasks
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Witness Set
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