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Interested in symbolic execution?

(formal verification, test-case generation, program repair, equivalence checking, . ..

Analyze C programs, implemented in CPACHECKER.
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Symbolic Execution can provide:
Exhaustive (formal) verification

Automatic test-case generation

Symbolic and concrete program traces @

But: It is not efficient (path explosion, SMT solving)

Existing tools:
Crest/ CoNTEsT (dynamic)
KLee (heuristics)

SymBioTic (static slicing)

Our new tool:
CPA-SymExEec: Abstraction with CEGAR (+ heuristics)



CPA-SYMEXEC uses common optimizations:
SMT result caching (+ subset caching)
Model re-use
Minimal SAT checks

And includes new optimizations:
Computation of definite assignments
Simplification of symbolic identifiers
Counterexample-guided Abstraction Refinement (CEGAR)



Replace concrete test-values with generic symbolic values
Symbolic Memory: Stores (symbolic) value assignments.
Path Constraints: Constrain symbolic values.
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Replace concrete test-values with generic symbolic values
Symbolic Memory: Stores (symbolic) value assignments.
Path Constraints: Constrain symbolic values.

unsigned char a = 7,
unsigned char b = 7;
unsigned char c = b + 1;
while (a < 100)
a++;
if (c ==0D)
error ();
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Replace concrete test-values with generic symbolic values
Symbolic Memory: Stores (symbolic) value assignments.
Path Constraints: Constrain symbolic values.

unsigned char a = 7,
unsigned char b = 7;
unsigned char c = b + 1;
while (a < 100)
a++;
if (c ==0D)
error ();

Necessary to track (thanks CEGAR!):
Symbolic memory of b and c.
Constraint c # b
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Replace concrete test-values with generic symbolic values
Symbolic Memory: Stores (symbolic) value assignments.
Path Constraints: Constrain symbolic values.

unsigned char a = 7,
unsigned char b = 7;
unsigned char c = b + 1;
while (a < 100)
a++;
if (c ==0D)
error ();

E{b:sl,c:lerl}‘: {b=s1,c=s; +1}
: {} ' {s1+1+#s1}

...................

Necessary to track (thanks CEGAR!):

Symbolic memory of b and c.
Constraint c # b
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CPA-SYMEXEC can create:
Concrete and symbolic target paths
Executable test cases (condition coverage)

Interactive, visual reports

—7bh=7¢c=
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[a:slAbZSZ/\c:52+1j

unsigned char a = ?; > 100] (a=100Ab=255Ac=0)
unsigned char b = 7; —

unsigned char c = b + 1; b] Eftl)]q()];
while (a < 100) error()

. a++; error()

if (C <= b) O O

error ();
Symbolic target path Concrete target path
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Tool correct correct incorrect incorrect
TRUE FALSE TRUE FALSE
CPA-SymExec 2137 545 0 22
KLEE 446 899 6 33
SYMBIOTIC 1201 848 3 9
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Find target path to function
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Demo



Video:
Artifact (tool and data):

Technical Session: Tomorrow, Joffre CD, 13:30-15:00


https://youtu.be/qoBHtvPKtnw
https://zenodo.org/record/1321181
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unsigned char a = 7; a=7b=%c=b+1
unsigned char b = 7; {a=s;.,b=syc=s5+1}
unsigned char c = b + 1;
while (a < 100) [a <100

at+; {a=s1,b=s3,c=s,+1}
if (c — ) {s1 < 100}

error (); a++l

{a=s;+1,b=s3,c=s,+1} {a=s1,b=s3,c=s8,+1}
{s1 < 100} {s2+1#ss}
[a < 100] [a > 100]

A
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