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Kreditkartendaten ungeschiitzt im Netz
(6ffentlicher Zugriff auf private Daten)
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Nutzerdaten ungeschiitzt im Netz
(kein Passwort)
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Nutzerprofile ungeschiitzt im Netz
(private Daten falsch zugeordnet)
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0enSSL

ptography and SSL/TLS Toolkit

Rekonstruktion privater Schlissel
durch Messen von Antwortzeiten des Servers



X Information Leak:
Sensitive Quelle ~~ Offentliche Senke

bool check(char xinput, char xpassword) {

log("incorrect password: %s\n", input);
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X Timing Leak:
Laufzeit hangt von sensitiven Daten ab

bool check(char xinput, char *password) {
return strcmp(input, password) == 0;

}
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X Timing Leak:

Laufzeit hangt von sensitiven Daten ab

bool check(char xinput, char *xpassword) {
for(int i=0; i<strlen(password); i++) {
if(input[i] != password[i])
return false;

}

return true;
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bool check(char xinput, char xpassword) {
for(int i=0; i<strlen(password); i++) {
if(input[i] '= password[i])
return false;

}

return true;

Schleife lauft nx — erste n Zeichen korrekt
Angriff linear in O(sizeof (char) - strlen(password))
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bool check(char xinput, char xpassword) {
for(int i=0; i<strlen(password); i++) {
if(input[i] '= password[i])
return false;

}

return true;

Schleife lauft nx — erste n Zeichen korrekt

Angriff linear in O(sizeof (char) - strlen(password))

Bug falls strlen(input) != strlen(password)
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selL4: Information Flow Enforcement

[Murray et al, S&P 2013]

l Security. Performance. Proof.

v Vollstandige Isolation zwischen Prozessen
v Basis: funktionale Korrektheit [Klein et al, SOSP 2009]

Beweis

G. Ernst, T. Murray 9/1



selL4: Information Flow Enforcement

[Murray et al, S&P 2013]

l Security. Performance. Proof.

v Vollstandige Isolation zwischen Prozessen

v Basis: funktionale Korrektheit [Klein et al, SOSP 2009]
X Automatisierung (Pointer, Concurrency)

X Kein spezielles Tool (Isabelle)

Beweis
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TLS Bibliothek

v Formale Spezifikation mit Cryptol [Lewis, FMSE 2007]
v Korrektheitsbeweis mit SAW [Galois, SIGAda 2013]

v/ Cl: Re-Verifikation bei Anderungen (aktuell: EXEREE)

? Timing Angriffe? [Albrecht & Paterson, Eurocrypt 2016]
X Bounded Non-Modular Verification



Challenges
Integration Korrektheit + Security
Ausdrucksstarke Security Eigenschaften
Low-level Memory & Concurrency

Automatisierung von Beweisen



Challenges
Integration Korrektheit + Security
Ausdrucksstarke Security Eigenschaften
Low-level Memory & Concurrency

Automatisierung von Beweisen

v SecCSL: Security Concurrent Separation Logic
[Ernst & Murray, CAV 2019]



v/ Motivation: Verifikation von Information Security
Security = Noninterference
Beispiel
SecC:  Tool Demo
SecCSL: Security Concurrent Separation Logic
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Klassifikation von Daten: low (6ffentlich), high (geheim)

Semantisches Kriterium Noninterference: high + low

Vergleich von zwei Ausfiihrungen mit Low-Bisimulation

S0 S1 S2

T T T
=low 7 =low > =low %
1 1 !

S0 sy s

— Offentliche Daten hangen nicht von geheimen Daten ab

G. Ernst, T. Murra



Noninterference: Beispiel

{z 2 lowAy:high}
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{z = lowAy:high}

Relationale Semantik liber Zustandspaare
|z low| = (x=2') und |z :high] = true
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{z = lowAy:high}
z=x+1; (1)
{z::lowAy:high A z: low}

Relationale Semantik liber Zustandspaare
|z low| = (x=2') und |z :high] = true
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{z = lowAy:high}

z =x + 1; (1)
{z::lowAy:high A z: low}
z=2z+Yy; (2)

Relationale Semantik liber Zustandspaare
|z low| = (x=2') und |z :high] = true
Vor=1 = z+1=2"+1
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{z = lowAy:high}

z =x + 1; (1)
{z::lowAy:high A z: low}
z=2z+Yy; (2)

Relationale Semantik liber Zustandspaare
|z low| = (x=2') und |z :high] = true
Vrer=1r = x+1=a+1
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{z = lowAy:high}

z =X+ 1;
{z::lowAy:high A z: low}
z=2z+y;

{z 2 lowAy:high A z:high}

Relationale Semantik liber Zustandspaare
|z low| = (x=2') und |z :high] = true
Vrer=1r = x+1=a+1
Xz2=2 #&=~ z+y=2+7vy
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v/ Motivation: Verifikation von Information Security
v/ Noninterference

Beispiel

SecC:  Tool Demo

SecCSL: Security Concurrent Separation Logic



Beispiel: Concurrent Information Flow
/* globals shared between the two threads x*/
struct record { bool is classified; int data; };
struct record * rec = ...;

/* memory-mapped I0 device register */;
volatile int * const OUTPUT_REG = ...;
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Beispiel: Concurrent Information Flow

/* globals shared between the two threads */
struct record { bool is_classified; int data; };
struct record * rec = ...;

/* memory-mapped I0 device register */;
volatile int * const OUTPUT_REG = ...;

/* thread 1: output the record */

while(true) {
lock(mutex);
if (!rec->is_classified)
*OUTPUT_REG = rec->data;
unlock(mutex);
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/* remove classification x/
rec->is_classified = FALSE;
/* erase previous data */
rec->data = 0;
unlock(mutex);



Beispiel: Concurrent Information Flow
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struct record { bool is_classified; int data; };
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/* memory-mapped I0 device register */;
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/* globals shared between the two threads */
struct record { bool is_classified; int data; };

struct record * rec = ...;

/* memory-mapped I0 device register */;

volatile int * const OUTPUT_REG = ...;

/* thread 1: output the record */

while(true) {
lock(mutex);
if (!rec->is_classified)
*OUTPUT_REG = rec->data;
unlock(mutex);

Invarianten?

’

/* thread 2: edit the record */

lock(mutex);

/* remove classification x/
rec->is_classified = FALSE;
/* erase previous data */
rec->data = 0;
unlock(mutex);

Gliltige Pointer: rec, OUTPUT_REG

Wechselseitiger Ausschluss

rec->is_classified == 0 = rec->data :: low
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Beispiel: Concurrent Information Flow

/* globals shared between the two threads */
struct record { bool is_classified; int data; };
struct record * rec = ...;

/* memory-mapped I0 device register x/;
volatile int * const OUTPUT_REG = ...;

/* thread 1: output the record x/ /* thread 2: edit the record */
while(true) { lock(mutex);
lock(mutex) ; /* remove classification x/
if (!rec->is_classified) rec->is_classified = FALSE;
*OUTPUT_REG = rec->data; /* erase previous data */
unlock(mutex); rec->data = 0;
} unlock(mutex);

Invarianten in SecCSL
Je,d. rec— (e,d) AclowA (= c= d: low)

3 v. OUTPUT_REG 2% v A v = Low

G. Ernst, T. Murray
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Separation Logic (SL) [Reynolds, LICS 2002]

» Erweiterung von Hoare Logic {P} ¢ {Q}
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Ownership: Kein anderer Thread greift auf x zu
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Erweiterung von Hoare Logic {P} ¢ {Q}

Points-to x — a fiir Speicherzelle int *x:

Impliziert x # NULL und *x = a
Ownership: Kein anderer Thread greift auf x zu

Separating conjunction P % ()

P und @ beschreiben disjunkte Speicherbereiche
Separation: Lokaler Effekt von Speicherzugriffen
{Xx—=axQ} xx=b{x—bxQ}

Verkettete Datenstrukturen



Concurrent SL [O’Hearn, CONCUR 2004]

» Parallele Komposition

(1P} {@Q1} {P) e {Qo}
{PL* Py} ey || o {Q1 % Qa}
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Parallele Komposition

(1P} {@Q1} {P) e {Qo}
{PLx P} oey || e {Q1 % Q2}

Locking = Ownership-Transfer
Resourceninvariante inv(l) fir Lock [

{P} lock(l) {inv(l) = P}  {inv(l) = P} unlock(l) {P}

Lock-basierte Concurrency

G. Ernst, T. Murray



Security Concurrent Separation Logic (SecCSL)
[Ernst & Murray, CAV 2019]

» Security-Labels ¢ € {low, ..., high}
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Security-Labels ¢ € {low, ..., high}

Informations-Quellen:

Klassifikation von Werten v :: ¢

v Low: Daten v sind o6ffentlich
vihigh < true

v (c?high: low) datenabhagig

Informations-Senken:

Klassifikation von Speicherzellen x Soa

low

X — a: *X = b erfordert b:: Low
high

x 29 = x> a

Datenabhéangige Security-Klassifikation



{y—= a} x = xy {x=aAy— a}

{ X+ a} *xX = b {x— b}

{bA P} e {Q} {-bA P} e {Q}

{ P} if(b) ¢ else ¢ {Q}

{ bAPY ¢ P}

{ P} while(b) ¢ {-bA P}



{yrs a} x = sy {x=aAy+> a}

(b0 AXS a} xx = b {x+> b}

{bAP} c; {QF {-bAP}c {Q}
{b:lowA P} if(b) c; else ¢ {Q}

{b=:TlowAbA P} c{b:lowA P}
{b=1lowA P} while(b) c {-bA P}

Orthogonale Erweiterung bestehender Beweisregeln

G. Ernst, T. Murray



lock(mutex) ;

rec->is_classified = false;
rec->data = 0;

unlock(mutex);



lock(mutex) ;
{ rec— (c,d)ANc:TowA (= ¢ = d: low)

* OUTPUT_REG ~2% v A v = Low }
rec->is_classified = false;
rec->data = 0;

unlock(mutex);
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lock(mutex) ;

{ rec— (c,d)ANc:TowA (= ¢ = d: low)
* OUTPUT_REG ~2% v A v = Low }

rec->is_classified = false;

rec->data = 0;

{ rec— (false,0) A false: lowA (true = 0: low)
* OUTPUT_REG ~2% v A v = low }

unlock(mutex);
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lock(mutex) ;

{ rec— (c,d)ANc:TowA (= ¢ = d: low)
* OUTPUT_REG ~2% v A v = Low }

rec->is_classified = false;

rec->data = 0;

{ rec— (false,0) A false: lowA (true = 0: low)
* OUTPUT_REG ~2% v A v = low }

unlock(mutex); O

G. Ernst, T. Murray



Noninterference: Security
CSL: verkettete Datenstrukturen + Concurrency

SecCSL:
Elegante Integration der beiden Theorien
Toolunterstiitzung: SecC

Vielen Dank!



z: low = f(x): low
Fallunterscheidungen im Beweis

P=ypu:low {pAP}c{Q} {—pAP}c{Q}

(P} c{Q}



