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Starting Point

» Last semester: Seminar paper on SL and Verifast
> Now: Einzelpraktikum

» SecC: CDDC case study requires ring-buffer
» Task: verify ring-buffer



Single-Producer-Single-Consumer Ring-Buffer
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Single-Producer-Single-Consumer Ring-Buffer

1 T buf[N];

2 size_t rpos = 0, wpos = 0;

3

4 void write(T x) {

5 size_t _wpos = atomic_load(&wpos);

6 while (!(_wpos < atomic_load(&rpos) + N)) { continue; }

7 buf [_wpos % N] = x; // <-- we must be sure that no other thread interferes fatally
8 atomic_increment (&wpos) ;

o 1}

10

11 T read() {

12 size_t _rpos = atomic_load(&rpos);

13 while (!(atomic_load(&wpos) > _rpos)) { continue; }

14 T x = buf[_rpos % N]; // <-- we must be sure that no other thread interferes fatally
15 atomic_increment (&rpos) ;

16 return Xx;
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Problem Statement

Ring-buffer is a lock-free data-structure.
However, SecC's SL only supports lock-based data-structures [OHe07; EM19].

We need support for:
> Atomic operations

» Sequences of atomic operations preserving knowledge



Related Work

Basics of SL, CSL, and SecC:
> SL [Rey02]
» CSL [OHe07; Bro07; Vafll]
» SecCSL [EM19]

Research:
» RSL: Weak Memory Model [VN13]
Verifast: Shared Boxes [Sma+14]
RGSep: Combination of SL and RG [VP07; Vaf08; Vaf10]
Rely/Guarantee [Jon83; Vaf08]

>
>
>
» CaReSL, GPS, Iris, ...



Outline

Cross-section of SL, RG, and RGSep.

» SL: modularity, but no interference
» RG: interference, but no modularity
» RGSep: modularity and interference
» RGSep for SecC



Separation Logic



Separation Logic [Rey02; OHe07; Bro07]

“Global Reasoning”: accesses, that are not forbidden, are permitted
“Local Reasoning”: accesses, that are not permitted, are forbidden

“Local Reasoning” enables modular proofs!



Separation Logic [Rey02; OHe07; Bro07]

» Permission for heap accesses: e, — e,



Separation Logic [Rey02; OHe07; Bro07]

» Permission for heap accesses: e, — e,

» Require explicit permission to access heap:

SL-STORE
F{e, — } [ep] i =6 {ep— e}



Separation Logic [Rey02; OHe07; Bro07]

» Permission for heap accesses: e, — e,

» Require explicit permission to access heap:

SL-STORE
F{e, — } [ep] i =6 {ep— e}

» Compose permissions:

Pl*Pg

Restriction: Pi, P> describe disjoint parts of heap



Separation Logic [Rey02; OHe07;




Separation Logic [Rey02; OHe07; Bro07]

» Permissions can be restricted:

F{P} c {Q} ...
F{P*xF}c{Qx*F}

SL-FRAME



Separation Logic [Rey02; OHe07; Bro07]

» Permissions can be restricted:

F{P} c{Q} ...
F (P F} c{Q«F} SLFRAME

» Parallel rule:

F{Pi} a {Qi} FA{P:} o {Q:}
F{P1* P} c1 | oo {Q1 * Q}

SL-PARr



Separation Logic [Rey02; OHe07; Bro07]

Stength: Modularity
» SL-FRAME enables reuse of function verification in different contexts



Separation Logic [Rey02; OHe07; Bro07]

Stength: Modularity
» SL-FRAME enables reuse of function verification in different contexts

Limitation: No lock-free algorithms
» Those usually require some kind of interference

> Separation logic prevents interference by construction:
always only a single owner of heap cells



Rely/Guarantee



Rely/Guarantee [Jon83; Vaf(8]

Atomic modifications on shared resources must adhere to permissions.



Rely/Guarantee [Jon83; Vaf(8]

Atomic modifications on shared resources must adhere to permissions.

Each thread t is allowed to execute operations adhering to R;:
» What is this thread allowed to do? (Guarantee: R;)
> What are other threads allowed to do? (Rely: \/,/., Re')



Rely/Guarantee [Jon83; Vaf(8]

Atomic modifications on shared resources must adhere to permissions.

Each thread t is allowed to execute operations adhering to R;:
» What is this thread allowed to do? (Guarantee: R;)
> What are other threads allowed to do? (Rely: \/,/., Re')

(1 sat (P, RV Gy, Gy, Ql) G sat (P, RV Gy, G, Qz)
G || G sat (P,R,G1V Gy, Q1 A @)

RG-PaARr



Rely/Guarantee [Jon83; Vaf(8]
Example: R = (x < x)
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Rely/Guarantee [Jon83; Vaf(8]

Example: R = (x < x)

t/ +4 +2 43 ?
* OOy
t Xo=2x1 =2 X =06 x3 =11 X4;?

Necessary property of predicates (single-state variant):
» Stability: Vx x'. P(x) — R(x,x") — P(x')



Rely/Guarantee [Jon83; Vaf(8]

Example: R = (x < x)

t/ +4 +2 43 ?
* OOy
t Xo=2x1 =2 X =06 x3 =11 X4;?

Necessary property of predicates (single-state variant):
» Stability: Vx x'. P(x) — R(x,x") — P(x')

Csat (P,Id, T,QAG) P,Q stable under R A
(C) sat (P,R, G, Q) RG-Atom




Rely/Guarantee [Jon83; Vaf(8]

Stength:

» Interference can be described



Rely/Guarantee [Jon83; Vaf(8]

Stength:

» Interference can be described

Limitation:

» Non-modular proofs (with respect to heap)



RGSep



RGSep [VPO7; Vaf08]

Problems identified so far:
» SL: missing interference

» RG: missing modularity



RGSep [VPO7; Vaf08]

Problems identified so far:
» SL: missing interference

» RG: missing modularity

Combination of SL and RG:
» Describe shared state using boxes: P *

» Access shared state via atomic blocks: atomic { ...

» Rely and guarantee are sets of actions S ~» S’



RGSep [Vaf0s]

F Csat (P,R,G,Q) F stable under (RU G)
FCsat (PxF,R,G,Qx*F)

RGSEP-FRAME



RGSep [Vaf08]

F Csat (P,R,G,Q) F stable under (RU G)
FCsat (PxF,R,G,Qx*F)

RGSEP-FRAME

F C; sat (Pl,RU GQ,Gl,Ql) F G sat (PQ,RU Gl,GQ,QQ)
F G || Gsat (Prx P2, R, G U Go, Q1 x @)

RGSEP-PAR



RGSep [Vaf08]

FCsat (PxP.,0,0,Q*xQ) P~QCG

- (C) sat (P]x P, 0, G,@* Q)

— RGSEP-ATOM



RGSep [Vaf0s]

FCsat (PxP.,0,0,Q*xQ) P~QCG

F(C) sat (* P, (), G,@* Q)

— RGSEP-ATOM

F(C) sat (P,0,G,Q) P,Q stable under R
F(C)sat (P,R,G,Q)

RGSEP-ATOMR



RGSep in SecC



RGSep in SecC

void

}

//
//
//
//
//

//
//

acquire_lock(struct lock *1, int *p)
shared exists int o, int x. mylock(l; p, o, x)
rely old(o) == TID ==> old(x) == LOCKED ==> x == o0ld(x) && o == old(o)
guarantee old(o) != TID ==> old(x) == LOCKED ==> x == 0ld(x) && o == old(o)

ensures inv(p) && o == TID && x == LOCKED

atomic begin
unfold mylock(l; p, o, x)

int r = atomic_compare_exchange(&1->is_locked, UNLOCKED, LOCKED) ;

//
//
/7
if

}

apply if (r == UNLOCKED) { 1l->owner = TID; }
fold mylock(l; p, r == UNLOCKED ? TID : o, LOCKED)
atomic end

(r '= UNLOCKED) {

acquire_lock(l, p);



RGSep in SecC

Goal:
» Simple integration of RG into SecC



RGSep in SecC

Goal:
» Simple integration of RG into SecC

Solution:
» Specification S(x) of shared state (invariant)
» Atomic blocks for access to shared state
» Rely und guarantee as pure formulas over 3-vars x of shared state

» Case distinctions for different heap shapes



RGSep in SecC

Goal:
» Simple integration of RG into SecC

Solution:
» Specification S(x) of shared state (invariant)
Atomic blocks for access to shared state

Rely und guarantee as pure formulas over 3-vars x of shared state

>
>
» Case distinctions for different heap shapes
> Rely R must be reflexive and transitive

>

No stability checks. With P(e) := 3x. R(e, x) * S(x):

R(e,x) x S(x) = R(x,x") = R(e,x’)  S(x')



Example: SPSC-Ringbuffer

S =slice(ri,wy ) x slice(ws g+ N)

L = emp



Example: SPSC-Ringbuffer

S =slice(ri,wy ) * slice(w1+1, rg + N)
L=(p+w)— —



Example: SPSC-Ringbuffer

S =slice(rn,wy ) * slice(wi+1,rp + N)
L=(p+ w)+— x



Example: SPSC-Ringbuffer

S = slice(r, wo+1) * slice(w1+1, ro + N)
L = emp



Example: SPSC-Ringbuffer

Invariant:

BVAY
0<ns<n<ww<wi<nnt+NA
n<n<rn+1A
wo<wi <wy+1A
slice(d, ri, wo, N, 1) * slice(d, w1, ro + N, N, I)



Example: SPSC-Ringbuffer

Invariant:

BVAY
0<ns<n<ww<wi<nnt+NA
n<n<rn+1A
wo <wp <wp+1A
slice(d, ri, wo, N, 1) * slice(d, w1, ro + N, N, I)

Rely (read), Guarantee (write):

ré:ro/\r{

rl/\Wézwo/\W{ZWl/\...

Guarantee (read), Rely (write):

R=rnAn>rnAwi=woAw; =wA...



Example: SPSC-Ringbuffer

Guarantee: 1) = o Ar| = Awj > wo Aw] > wi A ..
Rely: if > oAl > nAwyg=woAwj =wi A...

1 // modularity allows us to restrict our attention to relevant details
2 T buf[N];

3 size_t rpos = 0, wpos = 0;

4 // size_t rposl = 0, wposl = 0;

5

6 void write(T x) {

7 size_t _wpos = atomic_load(&wpos);

8 while (!(_wpos < atomic_load(&rpos) + N)) { continue; }

9

10 // rely allows us to deduce: wpos = _wpos < _rpos + N <= rpos
11 // required to re-establish the ringbuffer invariant

12

13 // buf->wposl += 1;

14 buf [_wpos % N] = x;

15 atomic_increment (&wpos) ;

=
[
[}



Implementation Details

» Add check that rely is reflexive and transitive

» Atomic blocks: rely step + guarantee check + only single atomic operation in
block

» Check compatible shared block at function calls



Summary

Summary:
» Design and implementation of variant of RGSep for SecC
» Verification of spinlock and ring-buffer

» Implementation of ghost fields for structs



The End

Questions?
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RGSep in SecC

x & free(ep, ey, )

x ¢ free(e)
Asc e e
£,R,GF {emp} x := e {x = e} LR, GF{epr— e} x:=[ep] {x=e, ANep+— e}

LoADp

STORE
LR GF {eyieAep s Y lep] = e {ep s e} ¢,R, G F {emp} lock / {inv(/)}

Lock

UNLOC
£,R, G+ {inv(/)} unlock / {emp} NLOCK

Z,R,G%{bAP*}c{Q*} Z,R,GF{ﬂb/\P*}c{Q*}
Z,R,GF{b::Z/\P*}ifbthenclelsecz{Q*}
Z,R,G)—{¢/\P*m}c{0*m} Z,R,Gl—{prP*}c{Q*}
Z,R,GF{d)::E/\P*E}c{Q*}
ZyR,GF{P*m}cl{R*} Z,R,GI—{R*}Q{Q*}
Z,R,GF{P*}CI;Q{Q*

SpLIT

SEQ



S(e) = 3Ix. R(e,x) * So(x)

Z,R,G}—{b/\b::é/\P[x»—)xo]*}c{b::l/\P[x»—)e’]*} x fresh

Z,R,GF{b::Z/\P[x»—»e]*}whilebdoc{ﬁb/\P[xn—»xl]*m}

WHILE

Z,R,G}—{P*}C{Q*} LRGP x| S(e) [} e {Q %[ S(e') |}
modified(c) M free(F) = & Pt p @ L @ R=R ¢ =0

FRAME CONSEQ

Z,R,G%{P*F*}C{Q*F*} Z,R,G%{P*}C{Q*}

LRV Gy G F {PLx|S(e) |} a {Qu|SE])]} &RV GG F (P } o (@ * }
modified(c;) N free(c;, P;, Q;) = @ for i # j

6R, GV Gk {PLx Py } all e {Q* @ *| S(el) AS(el) b

£, L, T F{P % R(e,x) * So(x)} ¢ {P" * G(x,e’) x Sp(e’)} x fresh

Z,R,G%{P* (c) {P/*}

Par!

Arom?

!See [Vaf08] for handling of S: E]*@ =

2Using implicitly Ex, CONSEQ, and definition of S
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