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I Motivation

"First, [SL] merges with the scientific-engineering
model the programmer uses to understand and build

the software. |...]

Secondly, the proof theory developed to check
software using SL is based on rules for scaling the

reasoning task [...]” (Pym et al. [1])

2/25



I Background

* Two memory cells “separately in memory”

x_’y*x

1
?

k.

/

* Corresponding formula: Ty ok YT

* Implicit assertion by spatial conjuntion * that x 2y

2]
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I Background

 Based on Symbolic Heaps, SL extends Hoare Logic [3, 4]
by spatiality

* Rule of constancy does not hold for SL

{0} *xx =142 {x — 42} /jx=y
(= 0Ay— 0} xx2=42{z — 42 Ay — g}
42
* Spatial conjunction works out
{z— 0} xx =42 {x — 42} v

{r—0xy— 0} xx =42 {r— 42xy+— 0}
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I Pointer Analysis

Based on symbolic execution

CPA implementation of the CPAchecker framework

Transformation of C code to SL formulae using JavaSMT

Check formulae for memory safety properties:

- Invalid read and write (L2, 1 W)
~ Invalid free (L)

- Memory leak (1L)
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I Pointer Analysis - Abstract Domain

k := typical constants Constants

Var .=z, v, ... Program variables
Var' == 2',v, ... A+<<>> 001 Symbolic variables
E,F.G:=k|Var|Var' | E é) F Expressions
C:=true | E=F | E<F|-C Constraints
II:=C |IIANTI Pure formulae
Yi=emp | E—F|XxX Spatial formulae
H:=1AX (Quantifier-free) Symbolic heaps

Grammar of SL formulae
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I Pointer Analysis - Language

T := typical types excluding floats Types
k := typical constants Constants
€/ :=x,Y,... | *€|ale|ab Left-hand sides
e:=+k|€e | &ep | €€ fler,...,€er) | (T)e  Right-hand sides
s:=T1ale|le=¢€¢|{s}]s;s Statements

| while(e) s | if(€) s else s

Basic programming language inspired by C
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I Pointer Analysis - Locations and Values

* C assignment statement of the form €y = €

X = xXx + 1;
\%\Y‘Hg \ ’ )
Location Value

* Transformation of both to the representative formula

Y e=el B Y el B
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I Pointer Analysis - Memory Model

* Syntactic sugar for memory segments

Ew— Fy,...F, = (Ew— Fy)*...x (E+nw— F,)

« Memory as collection of byte-sequences

int i char c char al[3]

1 1 f
&1 &C &a

* Corresponding formula (simplified)

&irsi0,it 3% 80« &e— ¢ x &a— al0],all], a[2]

/

o
bytes (little endian)
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I Pointer Analysis - Memory Access

 Allocation check

Y. = Allocated(E)
=

SEIY  F(E=FAY =Y «F s —)

- Frame and antiframe

- Frame inference and antiframe abduction together
refered to as Bi-Abduction [5]

- Bi-Abduction not represented in SL-COMP 2019 [6]
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I Pointer Analysis - Memory Access

* Allocation check using a SL solver (without Bi-Abduction)

~SAT (X« E — —)

* Dereferencing

Deref(emp, E) := nil
Deref(X,nil) := nil S
Deref(F — G %3, F):=if /F — G = Allocated(F)
then G else Deref (X, F)

~SAT(F +— G E — —)

™~
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I Pointer Analysis - Transfer Relation

* As part of the CPA formalism, CFA provides different kinds
of edges:

- Statement edge
- Assumption edge

- Function call edge

* For each of them, rules are defined to track the memory
manipulation
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I Pointer Analysis - Transfer Relation

« Statement edge: dynamic allocation and assignment

YxE - e W E n = sizeof(€y)
NxEw— - . —"leel,k ¥ Emnalloc(e) |y x

. - MALLOC
A« Ew—x, ... "
(NS *Ew =0 .., "1} ¢ =malloc(e) { N
\- - / ke —, L, =T

“E pointing to n bytes

of an arbitrary value”

EIZEUU nil Z|: EgUlnil

AssigNvR AssiaNvW

(IIAY} ¢ =€ {11}

i
/

Similar rule for statements
other than assignments

(TIAY} g =€ {1V}
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I Pointer Analysis - Transfer Relation

« Statement edge: dynamic deallocation

YxEw— -V . —"lEel, E n=segmentSize(F)
{IIAY * Ew— =V .. =71} free(e) {II A X}

FREE

Y ely, E X" E Allocated(E)
{II A X% % 21} free(e) {LF)

Invl

FREE

Y E=ely E segmentSize(E) = —1
{II A X} free(e) {15}

Inv2

FREE

- segmentSize (E) determines the size of an allocated segment for a
given start address, -1 otherwise

- Symbolic heap can be subdivided into heap *and stack X% part as

referred to in the context of C
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I Pointer Analysis - Transfer Relation

* Assumption edge: feasability check

Y k=ell, C MIAC is SAT

{IIANYX} e {ITACAX}

ASSUME

_|_

- Ensures termination of analysis

- SMT solver sufficient for satisfiability check
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I Pointer Analysis - Memory Leak

* Dropped values might lead to leakage (assignment,
scope, free())

char *p = 0; 2° Eh
{ i

P = g; g - malloc!

}

g b w Nd
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I Pointer Analysis - Memory Leak

* Dropped values pointing to an allocated heap cell have to
be checked for reachability

E is active heap address
AN

™

Leak(X® « X" E) := (" |= Allocated(E)) A —reachable(L* « £, F)

direct access via stack
AN

,,\\

reachable(X° « ¥ F) = (X% = Allocated(E))
V (3F,G.(F — G A E = G A reachable(%% « £, F)))

e

N N

alias F exists check alias recursively

- Remember already visited aliases to handle cycles

(here: left out for readability)
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I Implementation

* Allocation checks for each heaplet might lead to overhead

« “Simulation” through SMT

“SAT(F— GxEw— —) < SAT(F =F)

* Can be further optimized to a single solver call using model
generation
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I Evaluation

 Comparison of the approach (SL CPA) to SMG CPA (cf. [7])

CPA
SMG CPA
Allocation
SMT ModelSAT check
Solver
cvc4 MathSATS MathSATS
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I Evaluation - Test-sets

SV-Benchmarks
- memsafety-ext3 (18/18)1
- memsafety-ext2 (2/10)2

CPAlien test-set (16/21)3

36 problems solved

including function calls, singly-linked lists and structures

1: https://github.com/sosy-lab/sv-benchmarks/tree/master/c/memsafety-ext3
2: https://github.com/sosy-lab/sv-benchmarks/tree/master/c/memsafety-ext2
3: https://github.com/sosy-lab/cpachecker/tree/trunk/test/programs/cpalien 20/ 25


https://github.com/sosy-lab/sv-benchmarks/tree/master/c/memsafety-ext3
https://github.com/sosy-lab/sv-benchmarks/tree/master/c/memsafety-ext2
https://github.com/sosy-lab/cpachecker/tree/trunk/test/programs/cpalien

I Evaluation - Execution Environment

* Intel Xeon E3-1230 v5 CPUs, 3.40 GHz CPU frequency,
33 GB RAM

« Run on two CPU cores, limited to 90s execution time
and 15GB RAM

* Measurments using BENCHEXEC

« Branch: sl-integration0:r34981
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I Evaluation - CPU time

100
—— SMGCPA
%0 ———SLCPA_SL CVCa
80 SLCPA_SMT_CVCA4
70 —— SLCPA_SMT_MathSATS
. —— SLCPA_ModelSAT CVC4
¥y
@ 0 SLCPA_ModelSAT MathSATS
= 50
E
S5 40
a
O 3
20

[
[
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0
1 2 3 45 6 7 8 9 1011121314 1516 1718 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

« SLCPA SL CVC4 slow and has one timeout
« All SMT aproaches significantly faster

* SLCPA ModelSAT MathSAT5 comparable to SMGCPA
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Evaluation - Memory

Memory usage [MB]

16000

14000 —

12000

10000

—— SMGCPA

——— SLCPA_SL_CVC4
SLCPA_SMT_CVC4

— SLCPA_SMT_MathSATS

—— SLCPA_ModelSAT CVC4
SLCPA_ModelSAT MathSATS

1 2 3 4 5 6 7 8 9 1011121314 1516 17 1819 2021 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

CVC4 without ModelSAT is memory consuming

Again SLCPA ModelSAT MathSAT5 comparable to SMGCPA
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I Evaluation - Solver calls and Memory

Memory usage [MB]

100000
B SLCPA SL_CVC4 # SLCPA_SMT_CvC4
SLCPA SMT_MathSATS A SLCPA_ModelSAT CVC4
» SLCPA_ ModelSAT MathSATS N
10000 O
’..
A T ..
A [
A
1000 A !. L.
] »
A | ®
Mﬂ. s
¢
>
» BB Shf@th o~ v
100
1 10 100 1000 10000 100000
Solver calls

CVC4: significant increase of memory consumption with the amount
of solver calls; not observable for MathSAT5

- potential memory leak in CVC4 solver interface
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I Conclusion

* SL solver interface for allocation check and
dereferencing is crucial for performance

 However, model checking approach with symbolic
execution and SL worked out

* Problems without spatiality are better suited for SMT

 Combination of SL and SMT is promising in respect to
composition and efficiency
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I Evaluation

BenchExec tables:

file://[home/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT _CVCA4.
results.htmi

file:///hnome/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT MathS
AT5.results.html

file:///lhome/mo/Documents/Thesis/talk/benchexec/SLCPA_SL CVC4.results.
html

file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SMT_CVC4.html

file:///lhome/mo/Documents/Thesis/talk/benchexec/SLCPA_SMT_MathSATS5.
html

file://lhome/mo/Documents/Thesis/talk/benchexec/SMGCPA.results.html


file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT_CVC4.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT_CVC4.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT_MathSAT5.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_ModelSAT_MathSAT5.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SL_CVC4.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SL_CVC4.results.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SMT_CVC4.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SMT_MathSAT5.html
file:///home/mo/Documents/Thesis/talk/benchexec/SLCPA_SMT_MathSAT5.html
file:///home/mo/Documents/Thesis/talk/benchexec/SMGCPA.results.html

- Solver calls and CPU time

Evaluation
100 H
[ |
'y |
n &*
= . *
E 10 - A n '. ';F
= I Y L e *w
= SRR Qg™ 87 Ll
Q

# SLCPA_SMT_CvC4

W SLCPA SL_CvC4
A SLCPA_ ModelSAT CVC4

SLCPA_SMT_MathSATS

B SLCPA ModelSAT _MathSATS
1
1 10 100 1000 10000 100000

Solver calls

CPU time increases with amount of solver calls

SLCPA_SMT_CVC(C4 faster than SLCPA ModelSAT CVC4 although
significantly more solver calls



I Pointer Analysis - Locations and Values

&x = SymLoc(x) YEely, E
VAR
Y E=al &x Y= xel E

PTR

Yl E YEec¢l, B F=FE+FE - sizeof(type(xx))
Y E=xle b F

ARRAY

YExlhWE F=FE+Offset(x,y)
YEzylh F

FieLD

Operational semantics of Uz



I Pointer Analysis - Locations and Values

2 ‘Z €y ‘U’E E n= S’izeof(eg) F = E[E]n

LH
> = r by s CONST S E e by F S
Y=o Uy E G=FE0OF
SEelh E YEealy F o type(eo) = type(er)
> = &y Uy B ADDRESSOF S e 06 Uy G BINEXP
E = SymVal(f) YE=ely EF F =cast(E,type(e), )

FuNCALL CAST

Y= fleg, s €n) o FE Y= (r)edy F

Y Ee o F €p is a pointer
YEalys F G=FE®(F-sizeof(type(xep)))

E‘:E(}@El U’UG

PTRARITHMETIC

Operational semantics of Jo



I Pointer Analysis - Transfer Relation

* Declaration edge:

2.

— x| E n=sizeof(7)

(A} T2 {IINS*Ew— -0 . -1

DECLARE




I Pointer Analysis - Transfer Relation

e Statement edge: assignment

Yy« Ew -0 . —nl =ec | F
n=sizeof(e,) LxEwr -0 . —"lkel,F
(A« Ew -0 . " eg=e{lIAY*xEw FO .. F* 1}

ASSIGN

Y =€y nil
(MAY} eg =€ {17}

> ‘: €y U'l nil
{IAY} eg =€ {1V}

InvR InvW

ASSIGN ASSIGN




I Pointer Analysis - Transfer Relation

e Statement edge: dynamic allocation

Leak

{TAX} malloc(e) {11} MALLOC

SxEw— Ve W B n = sizeof(€y)
NxEw— -V -"lheel,k X |malloc(e) |y z

MALLOC
IAY«Ew— 2V . a1

{ITAY % E —0 . —”_1} €, =malloc(e) { 1
k > — ., =




I Pointer Analysis - Transfer Relation

* Function call edge:

- Allocated memory for parameters (£*) and return
value (xf)

n— sizeof(e;)—1
S (f, {€0s s en-1}) i= k= (SymLoc(fi) — FP, ..., FF=eol () =1y

ER(f) - SymLGc(f) N _0?“.:~ __sizeof(f)—1



I Pointer Analysis - Transfer Relation

* Function call edge:

type(f) = void

{TIAXS} flegy.oo€n) {ITAS * X (f, {0, .oy €n})}

NI =3P(f {eg,....,en}) * SB(f)  type(f) # void

FunCarLrYed

de € {€g, ..., €n }. (2 = € Uy nil)

(MAZY flegs ..., en) {LT}

(IIAS} fleo,....en) {IIAE x5/}

FUuNCALL

FUNCALL

Inv




I Pointer Analysis - Transfer Relation

* Return statement edge:

type(f) = void R oid
{II A X} returny {II A X} BTURN

E = SymLoc(f) X |=ely F type(f)# void n = sizeof(f)
(MAS*Ew =0 . ="} returny e {IIAS x B+ FO, ... F"1

RETURN




I Pointer Analysis - Transfer Relation

* Function return edge:

type(f) = void
(TIAX* X7 (f, {xg, ..., zn})} fzo, .y zp) {ITA X}

FuNRETVOld

type(f) # void
MAS*SP(f {zo,...,zn}) * B (O} flzo,...,zn) {ITTAZ)

FUNRET




I Pointer Analysis - Transfer Relation

* Variable Scope:

YExzlh E n = sizeof(x
Slealy F Ay Leak(S, FY) = true

(IAY x E— FO . . F" 1} oos(x) {LF}

OuTOFSCOPE

Leak

- special statement ocos (x) representing a variable x

that goes out of scope




I Implementation

 SL State

ys
Eh
I1

SegmentSizes
Allocas

: LinkedHashMap(BVFormula — BVFormula)
: LinkedHashMap(BVFormula — BVFormula)

: BooleanFormula

: Map(BVFormula — Int)

: Map(String — Set(BVFormula))
SSA-Indices :

Properties :

SSAMap
Set(String)




I Implementation

* Why SSAMap?

1 int main() {

2 char xp;

3 for(char i=0; 1<2; i++) {
1 char x;

if(i==0) {

6 p = &x;

7 } else {

8 xp = 1;

’ \ ; - SymLoc(x) = &main:x@i
)

11 return 0;

12 }

13



I Implementation

* Dereferencing with model generation:

Input: an expression E as BVFormula and a Map M describing a
symbolic heap
Output: a pair of BVFormula denoting the location and value of the
cell at address F if allocated, nil otherwise

if M.containsKey(F) then
‘ return M.get(F);
end
// Assume auxiliary variable auxj for each k
formula = Nycps peyso & = E <= auay;

if SAT(formula) then
model = get M odel( formula);
foreach (auxy,value) € model do
if value then
‘ return £;
end

end

end
return nil;




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42

