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Automatic Software Verification

Program P

Specification ϕ

Verifier
P |= ϕ ?

Witness w

Program
Specification
Result (True/-
False)

Theorem for P and S: P |= S
If true, a proof of correctness was constructed.
If false, a proof by counterexample was constructed.
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Automatic Software Verification
Theorem for P and S: P |= S
If true, a proof of correctness was constructed.
If false, a proof by counterexample was constructed.
Software often contains bugs. Thus, we appreciate tools that can
answer with either outcome.
Verifiers are constructing invariants or counterexamples:

⇒ prove of correctness and incorrectness
Testers and BMC are important part of verification ecosystem:

⇒ prove of incorrectness
Validators: are important to ensure that results are correct

⇒ verify invariants and counterexamples
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Part 1: Overview of SMC

Based on a joint paper with Andreas Podelski:
Software Model Checking: 20 Years and Beyond
In Principles of Systems Design, LNCS 13660, pages 554-582, 2022.
Springer. doi:10.1007/978-3-031-22337-2_27
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition,
Alan Turing, 1949 [44]
“In order that the man who checks may not have too difficult a
task the programmer should make a number of definite
assertions which can be checked individually, and from which
the correctness of the whole program easily follows.”
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Landmarks, Alan Turing, 1949 [44]
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation,

William Craig, J. Symb. Log. 1957 [33]
“Linear reasoning. A new form of the Herbrand-Gentzen
theorem.”
Defines an interpolation for logic formulas
Made popular by Ken McMillan [43]
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States,

Gary Kildall, POPL 1973 [42]
“A Unified Approach to Global Program Optimization”
Defines algorithm, meet operation, lattice, etc.
Extended and made popular for program analysis by
F. Nielson, H. R. Nielson, C. Hankin, P. Cousot, R. Cousot
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Landmarks, Gary Kildall, POPL 1973 [42]
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking,

Pnueli, Clarke, Emerson, Sifakis, 1981
Specification languages, modeling languages, algorithms, theory,
tools
LTL, CTL, automata, Kripke structures, model checking, →
software model checking

“Handbook of Model Checking”, Springer, 2018 [30]
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking
▶ 25 years ago: Predicate Abstraction,

Graf, Saïdi, 1997 [35]
Enabling idea to project software to
a (smaller) finite state space
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Some Historical Landmarks
▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking
▶ 25 years ago: Predicate Abstraction
▶ 20 years ago: Tools for Software Model Checking

“1st generation” of tools:
▶ Summer 2000: SLAM [2,1]
▶ Fall 2000: BLAST [37,14]
▶ 2004: SATABS [31]

SLAM paper received Test-of-Time Award from PLDI,
first to apply predicate abstraction + CEGAR to software.
BLAST received gold medals in competitions.
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking
▶ 25 years ago: Predicate Abstraction
▶ 20 years ago: Tools for Software Model Checking
▶ 15 years ago: Satisfiability Modulo Theory

Standard formula format SMTLIB [3]
Enormous breakthrough, many tools, ... [32]
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Some Historical Landmarks
▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking
▶ 25 years ago: Predicate Abstraction
▶ 20 years ago: Tools for Software Model Checking
▶ 15 years ago: Satisfiability Modulo Theory
▶ 10 years ago: Competition on Software Verification

2012 [4]
Competitions create awareness of tools,
provide comparative evaluations, establish standards
(input, exchange, comparability, reproducibility)
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Some Historical Landmarks

▶ 70 years ago: Assertions and Proof Decomposition
▶ 60 years ago: Logic Interpolation
▶ 50 years ago: Data-Flow Analysis and Abstract States
▶ 40 years ago: LTL and Model Checking
▶ 25 years ago: Predicate Abstraction
▶ 20 years ago: Tools for Software Model Checking
▶ 15 years ago: Satisfiability Modulo Theory
▶ 10 years ago: Competition on Software Verification
▶ today: From lack of tools to abundance of tools

Problem: missing standard interfaces, missing cooperation
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Competitions in Software Verification and Testing

▶ RERS: off-site, tools, free-style [39]
▶ SV-COMP: off-site, automatic tools, controlled [4]
▶ Test-Comp: off-site, automatic tools, controlled [6]
▶ VerifyThis: on-site, interactive, teams [40]

(alphabetic order)
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SV-COMP (Automatic Tools 2012)
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SV-COMP (Automatic Tools 2013, cumulative)
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SV-COMP (Automatic Tools 2014, cumulative)
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SV-COMP (Automatic Tools 2015, cumulative)
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SV-COMP (Automatic Tools 2016, cumulative)
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SV-COMP (Automatic Tools 2017, cumulative)

Dirk Beyer 22 / 50



SV-COMP (Automatic Tools 2018, cumulative)
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SV-COMP (Automatic Tools 2019, cumulative)

Dirk Beyer 24 / 50



What is the best verifier?

▶ Many different kinds of programs seem to require many
different good tools with different strengths
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SV-COMP (Automatic Tools)
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https://sv-comp.sosy-lab.org/2019/results/results-verified


Which techniques are used?
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Unification Efforts
A Unifying View on SMT-Based Software Verification
Dirk Beyer, Matthias Dangl, Philipp Wendler
Journal of Automated Reasoning, 2018 [10]
based on
▶ Configurable Program Analysis [17,18]
▶ Large-Block Encoding [8, 21]
▶ Satisfiability Modulo Theories [3]

Combining Model Checking and Data-Flow Analysis
Dirk Beyer, Sumit Gulwani, David Schmidt
Handbook of Model Checking, 2018 [12]
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Combinations and Cooperation [28]

Verification Approach

Basic Combination

Off-the-Shelf Components Source-Code Components

Portfolio Selection Cooperative Conceptual Integration
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Decompose Software Verification [19]

Step 1: Find invariants
Step 2: Try to prove that invariants hold
Step 3: Try to prove that invariants imply the specification
Repeat if no success

⇒ Validator LIV [26] splits programs into straight-line programs of
the same programming language, which enables
▶ use off-the-shelf verifiers to verify the straight-line programs
▶ parallelize the verification of the straight-line programs

Visit talk at ASE on Thursday before noon
LIV: Invariant Validation Using Straight-Line Programs
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https://www.sosy-lab.org/research/pub/2023-ASE.LIV_Loop-Invariant_Validation_using_Straight-Line_Programs.pdf


Conclusion Software Verification

▶ Software verification: successful past, bright future
▶ Competitions solve several problems
▶ Science as knowledge compression
▶ Cooperating combinations are the future
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Part 2: CPAchecker

▶ History
▶ Features
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CPAchecker History

▶ 2002: BLAST with lazy abstraction refinement [14, 38]

▶ 2003: Multi-threading support [36]

▶ 2004: Test-case generation, interpolation, spec. lang. [14, 7]

▶ 2005: Memory safety, predicated lattices [34, 13]

▶ 2006: Lazy shape analysis [16]

▶ Maintenance and extensions became extremely difficult
because of design choices that were not easy to revert

▶ 2007: Configurable program analysis [17, 18],
CPAchecker was started
as complete reimplementation from scratch [20]
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CPAchecker History (2)
▶ 2009: Large-block encoding [8, FMCAD ’09]

▶ 2010: Adjustable-block encoding [21, FMCAD ’10]

▶ 2012: Conditional model checking [15, FSE ’12],
PredAbs vs. Impact [29, FMCAD ’12]

▶ 2013: Explicit-state MC [22, FASE ’13],
BDDs [27, STTT ’14],
Precision reuse [23, FSE ’13]

▶ 2014: CPAchecker goes cloud [11, CAV ’14]

▶ 2015: k-Induction [9, CAV ’15]
Sliced path prefixes [24, FORTE ’15]

▶ 2020: PDR [9, TACAS ’20]

▶ ...
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CPAchecker

▶ Framework for Software Verification
▶ Mostly written in Java
▶ Open Source: Apache 2.0 License

https://cpachecker.sosy-lab.org
▶ 122 contributors
▶ 386 346 lines of code
▶ 32 531 commits
▶ 104 years of effort (COCOMO model)
▶ Has a well established, mature codebase maintained by a large

development team

Source: https://openhub.net/p/cpachecker on 2023-09-11

Dirk Beyer 35 / 50

https://cpachecker.sosy-lab.org
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CPAchecker: Features

▶ Input language C (experimental: Java)
▶ Web frontend available:

https:
//vcloud.sosy-lab.org/cpachecker/webclient/run

▶ Counterexample output with graphs
▶ Benchmarking infrastructure available

(with large cluster of machines)
▶ Cross-platform: Linux, Mac, Windows
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CPAchecker: Achievements

▶ Among world’s best software verifiers:
https://sv-comp.sosy-lab.org/2021/results/

▶ Continuous success in competition SV-COMP since 2012
(103 medals: 27x gold, 39x silver, 37x bronze)

▶ Awarded Gödel medal
by Kurt Gödel Society

▶ Used for Linux driver verification
with dozens of real bugs found and fixed in Linux [41,25]

Dirk Beyer 37 / 50

https://sv-comp.sosy-lab.org/2021/results/


CPAchecker: Concepts

▶ Completely modular, and thus flexible and easily extensible
▶ Every abstract domain is implemented as a

"Configurable Program Analysis" (CPA)
▶ E.g., predicate abstraction, explicit-value analysis, intervals,

octagon, BDDs, memory graphs, and more
▶ Algorithms are central and implemented only once
▶ Separation of concerns
▶ Combined with Composite pattern
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Try CPAchecker

▶ Online at SoSy-Lab VerifierCloud:
https:
//vcloud.sosy-lab.org/cpachecker/webclient/run

▶ Download for Linux/Windows:
https://cpachecker.sosy-lab.org
▶ Run scripts/cpa.sh | scripts\cpa.bat
▶ -default <FILE>
▶ Windows/Mac need to disable bitprecise analysis:

-predicateAnalysis-linear
-setprop solver.solver=smtinterpol
-setprop analysis.checkCounterexamples=false

▶ Open graphical report in browser: output/*.html
▶ Open .dot files with dotty / xdot (www.graphviz.org/)
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https://vcloud.sosy-lab.org/cpachecker/webclient/run
https://vcloud.sosy-lab.org/cpachecker/webclient/run
https://cpachecker.sosy-lab.org
www.graphviz.org/


Conclusions CPAchecker

▶ Flexible framework
▶ Open source; large group of contributors
▶ Most state-of-the-art approaches integrated
▶ Decent performance (see competitions)
▶ Many papers describing its concepts
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Conclusion Software Verification

▶ Software verification: successful past, bright future
▶ Competitions solve several problems
▶ Science as knowledge compression
▶ Cooperating combinations are the future
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