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Certifying Algorithms
Proposed in 2011 by R. M. McConnell, K. Mehlhorn, S. Näher, P. Schweitzer [14]
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"Certifying algorithms are a preferred kind of algorithm. They prove their work and
they are easier to implement reliably. Their widespread use would greatly enhance
the reliability of algorithmic software."
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Latest Literature

Software Verification Witnesses 2.0, Proc. SPIN 2024,
doi:10.1007/978-3-031-66149-5_11
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Software-Verification Witnesses

Witnesses are an important interface between tools.

[6, Proc. FSE 2015] [4, Proc. FSE 2016] [5, TOSEM 2022]
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Witness-Based Result Validation

▶ Validate untrusted results
▶ Reestablish proof of correctness or violation
▶ Easier than full verification
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Verification and Validation

Given program P and specification φ

▶ Verification: prove that P |= φ
(mainly invariant construction)

▶ Validation with witness w: re-prove that P |= φ

Untrusted methods (for example, AI) can be used to
▶ write programs
▶ suggest invariants for programs

and wrong guesses are no problem thanks to validation.
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Correctness Witnesses

Program P , specification φ, proof π

Verifier

π:

P |= φ

Correctness Witness

Validator
π′: P |= φ
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Example Program and Correctness Witness
Program:
i n t main ( ) {

uns igned char n = __nondet_uchar ( ) ;
i f ( n == 0) {

r e t u r n 0 ;
}
uns igned char v = 0 ;
uns igned i n t s = 0 ;
uns igned i n t i = 0 ;
w h i l e ( i < n ) {

v = __nondet_uchar ( ) ;
s += v ;
++i ;

}
i f ( s < v ) {

r e a c h _ e r r o r ( ) ;
r e t u r n 1 ;

}
i f ( s > 65025) {

r e a c h _ e r r o r ( ) ;
r e t u r n 1 ;

}
r e t u r n 0 ;

}

Correctness Witness (format v2.0 [1]):
content:

− invariant :
type: loop_invariant
location :

file _name: "inv−a.c"
line : 12
column: 1
function : main

value : "s <= i∗255 && 0 <= i && i <= 255 && n <= 255"
format: c_expression
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Example of a Violation Witness — Illustration
start

example.c, line 22
assume x >= 1024U

example.c, line 35, keyword if
branching false

example.c, line 28, function foo()
identifier_evaluation

example.c, line 152, function __VERIFIER_nondet_int()
function_return \return == 10

example.c, line 35, keyword if
branching false

example.c, line 350
assume ptr != NULL

example.c, line 819, function reach_error()
identifier_evaluation

no
rm

al
se

gm
en

ts
fin

al
se

gm
en

t
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Example of a Violation Witness — Text Notation

example.c, line 35, keyword if
branching false

example.c, line 28, function foo()
identifier_evaluation

example.c, line 152,
function __VERIFIER_nondet_int()
function_return \return == 10

- segment:
- waypoint:

action: avoid
type: branching
location:

file_name: example.c
line: 35

constraint:
string: false

- waypoint:
action: avoid
type: identifier_evaluation
location:

file_name: example.c
line: 28

- waypoint:
action: follow
type: function_return
location:

file_name: example.c
line: 152

constraint:
string: \return == 10SoSy-Lab @ LMU Munich 10 / 15



State of the Art Regarding Tool Support

▶ 62 verifiers participating in SV-COMP support
verification witnesses (versions 1.0 and 2.0, C and Java)

▶ 18 validators exist for C and Java
▶ 4 formats for witnesses exist

(1.0 and 2.0, correctness and validation)
▶ Competition on Software Verification (SV-COMP)

has a validation track
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History

▶ 2011: Certifying Algorithms [14, J. CSR ’11]
▶ 2013: Witnesses for Software Verification proposed [11, Proc. SPIN ’13]
▶ 2014: Competition on Software Verification adopts Witnesses
▶ 2015: Violation Witnesses 1.0 [6, Proc. FSE ’15]
▶ 2016: Correctness Witnesses 1.0 [4, Proc. FSE ’16]
▶ 2018: Execution-Based Witness Validation [7, Proc. TAP ’18]
▶ 2016: Verification-Aided Debugging [3, Proc. CAV ’16]
▶ 2020: Multi-threaded Programs [8, 12, ISoLA ’20, VMCAI ’25]
▶ 2024: Verification Witnesses 2.0 [1, Proc. SPIN ’24]
▶ 2025: Function Contracts [13, TR ’25]
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Notions

▶ Certifying vs. Certified
▶ Certificates vs. Proofs
▶ Certificate checkers must check original problem

(in contrast to proof checkers, which check only consistency of proof)
▶ Interesting: How much information to store?

(also mentioned by Katalin for SAT and Hanial for SMT,
which clauses are worth storing)
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A Wish to the SMT Community

▶ Please provide proofs in a standard exchange format
▶ We maintain JavaSMT [2]

https://gitlab.com/sosy-lab/software/java-smt
▶ We could implement solver-independent interpolation
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Conclusion

▶ Standard exchange format exists (since 2014)
▶ Supported by many verification and validation tools (since SV-COMP 2015)
▶ Witnesses are used for communicating between tools [9]
▶ Witness Validation with Deductive Verification are similar [10]
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