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Our Motivation
• Explainable and trustworthy HW verification (HV)
• SW verification (SV) techniques for HW

Our Contributions
• A certifying HV framework using SV techniques
• A translator from SW witnesses to HW witnesses
• A witness validator for the Btor2 HW modeling language [6]
• Complementing HV with certified results from SV

Certifying HV Using Translation and SV
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Btor2-Cert instantiates the framework with Btor2C [1] as frontend
and SW verifiers that export GraphML witnesses [2] as backend.

HW-to-SW Translation via Btor2C [1]
1 sort bitvec 8

2 sort bitvec 1

3 constd 1 42

4 constd 1 2

5 zero 1

6 state 1 ; a

7 state 1 ; b

8 input 1 ; in

9 init 1 6 4 ; a init to 2

10 init 1 7 5 ; b init to 0

11 eq 2 6 5 ; a == 0

12 eq 2 7 4 ; b == 2

13 eq 2 8 3 ; in == 42

14 and 2 11 12

15 and 2 13 14

16 bad 15

17 one 1

18 srl 1 6 17

19 xor 1 7 17

20 next 1 6 18

21 next 1 7 19

1 extern void abort(void);
2 extern unsigned char nondet_uchar();
3 void main() {
4 typedef unsigned char SORT_1;
5 SORT_1 a = nondet_uchar();
6 SORT_1 b = nondet_uchar();
7 a = 2;
8 b = 0; // Omit for unsafe version
9 for (;;) {

10 SORT_1 in = nondet_uchar();
11 if (a == 0 && b == 2 && in == 42) {
12 ERROR:
13 abort();
14 }
15 a = a >> 1;
16 b = b ^ 1;
17 }
18 }

Witness Translation
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8: ⊤

1 sort bitvec 8

2 sort bitvec 1

3 zero 1

4 one 1

5 input 1 ; state "b"

6 ugte 2 5 3 ; b >= 0

7 ulte 2 5 4 ; b <= 1

8 and 2 6 7

9 output 8
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Summary of Experimental Results
On 758 safe and 456 unsafe Btor2 verification tasks, Btor2-Cert achieved:

• Translation of all violation and 97 % correctness witnesses,
• Effective and efficient validation vs. compared validators, e.g., LIV [4] and CPA-w2t [3], and
• Certified bugs in 8 % of the unsafe tasks with CBMC [5] that HV overlooked

Invariant Quality
Three user-defined quality levels for invariants:

• Invariant (containing all reachable states)
• Safe invariant (implying safety property)
• Safe and inductive invariant
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